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Hash function
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Random Number Generators for FIPS PUB 140-2
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sruudamImslwndu (LOS - Loan Origination System)

SYUUUIMSUE (DMS - Debt Management System)

spuuALduARlazdIAuaAR (LES - Litigation and Enforcement Management System)
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Information System and Business Intelligence)
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U§unudnsiasuAmbuiedu Sauaz 0.01 vpsyardumsianinazinug
TEUUW

Sraundsme et s uuauuediund HUReuldls wagnssnude
niauresdlduinisarelunsayuiunds 24 dalus fuuzninsznansian
dasBuvonliinosmuuumudasmusuAniduseiu Sovas 0.01 vauyad i
NIIAVIUAEARINITEUUI
raudemeiiat i lissunuuedufoRadlild uasiinansenuse
Wiglduinsiisadndosiunin 48 $olus fuusmsuszmnsian dedusen
TinewuliuausnsiauiuAalusetu Savaz 0.01 vesyaaiun1sian
WATWRILNTEUUU
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8.2 ﬁwﬂ%’uﬁ’m‘i BUUIIUAITAUNA IH%NM‘SU’EEQSHMW wiIvnrRnsanlasudinussdy
AradsmeiiaonauunsesdsaTesssuTIaL
8.2.1 mFm11LﬁEnmEJLﬂmuwﬂmwwmwmuﬂlﬂmmmﬂgnmmulﬂ wIsiluanszny
JuusisTEUUAUNd 2 alue duugnisdsenansian dostuaulineany
UiupmudesanuAnduseiu fevay 0.01 maaa%xammumﬂmﬁnﬁmmﬂm
TEULU
8.2.2 5’11—1’;’131LﬁmmaLﬁﬂ?gj’uv‘iﬂﬁsswmumwhuﬂﬁﬁ'ﬁmulﬂlé’ wasiinansznu e
Fiuimanieuennsapuiiundt 6 42l frugnsussmesim esdugeslvinewu Uumudasianudu
fntlunedu Sevas 0.01 wssyaAvhunsIfUIMITRS WU
823 t’f’}mﬂmﬁ'amaﬁLﬁm%uﬁﬁiﬁisuuawuquﬁquﬂﬁﬁﬁaqu“lzj‘iﬁ wagdingenusam iy
voufliuinamelunemuiuniy 24 93T fuugmaUszmnsien RosBuranlinewuliunudng
ASuAnunegiu fesaz 0.01 veuarmdmunsiFfEnMIevIrUUIY
8.2.4 f’hmmLﬁ'&fmﬂﬁlﬁﬂﬂﬁuﬁﬂﬁswmmmad'mﬂﬁﬂ’r?mulﬁlﬁ waglinansznu
soffliuimafisadndeeiiundy 48 dalus frugnisussmaman rastusanlvinamu Yunudng
AUFuAnuneTudosay 0.01 veaadumsliimtssussuuny
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= v_ o & a
unil 4 defmuadulasiairsugrumalulatiansaumea uasnisiiodns

FPuURBNRINaTUAsIATaYY
¥ o L 4 a 11 P ) .
Fafmusnisiiuinsidiaiesreuiimeiisidaiaiou uuy Private cloud computing

1 ﬂutf‘f!'mda (Data Center)

1

11

1.2

szuunaNN e Sguddayanan (PDC - Primary Data Center)

fuusldausvuuasaunaiiauautiidosiuresaninenssy Tasldnlulad
isedrenuunuadiotu 3 fu nedvuslfudsmeuiundes q lussuuesnidu
“Tou” usasTyutszneviude reufiamesiasgunsaiiafetnefianmsaidendati
fiu (Routable network)

External
Zane

Application Perimeter -

Presentation Perimeter

B Mar_l_a_gement Peritmeter

Anunldguddoyandanly Redundant design (HA - High Availability) Tnead o
npuRIABsuazaUnTalin 4 axfesRnmiaginios 2 ya ileanlenanisifingmiten
YaarmLaIva (Single Point of Failure)

fotlivi Redundant Aumsifialwesuazgiingnlly Management Zone/Management
Perimeter .

AsBags Virtual Machine meluiadasnanfanasusdng 1 redundant Tnsnns
¥ cluster 4nanatosRouRIwe T IBLUUNMEA WathaTioe 2 tAves (Rarusndu
AUAYE chassis)

53UUT Presentation zone, Application Zone WAYTETUULATOUNY FEABIAINITO
vineulindouiunuu Active-Active

Audtayavdniifeirsdegneluniammn niouTuuma

szuupauiunesguiteyadiseuasifussuy (DRDC - Disaster recovery Data
Center)

4 [

fuualiaissuvansaumaidauaudidosiuvesandnenssulasldinlulag

wiateuuumntestu 3 dulastvusliuimauaedes 9 lussuussnitu “Tsu”
t “ L3 = ¢ = | 1w

wiarlvulsznauludeasuiamasuazgunialiniedieaiuisoioudeiaiu

(routable network)
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vaulwareInulasimsdamszuunaspuiuliiiuiensAnviuuuaiva
neauiuliBnfon1sfinw Genas TOR)

Presentanon
Zone

External
Lone

Application Perimeter

Presentation Perimeter

- Management; Perimeter.

L3

- dmualiszuuneufiunefquddeyadisecuazfauszuylaisidudadd High

Availability (Redundant design)

J L of o o i
- ﬂ?ﬂﬂﬂlﬁﬂ?ﬁ’ﬂ\‘iﬂ?iﬂ@ﬂ'&iLﬂW’l“V]ﬁlﬁmmﬂﬁiﬁ ¥1174 Data Zone ‘U?J\‘JﬂUE}?J’E)NﬁVI\'} 2

W4 (PDC uaz DRDC) ‘W%:&Ju isolate link #1# redundant tink wreldlunis replicate
Heyav1n Data zone s 2 usia Tnelisufiugasey perimeter 4849 Application
Zone Wag presentation zone

- demsiegmelulssva fszesvhanguddeyanantitosndn 30 Alawms

13

AuauUidwluaansloeiunisTand (Attack Protection model)

- fmualdnsuhisfeyalulassmsi eglulaudung) waslisuoy hop 484015

=
UM

\ihilsilanediaios 3 hop ’Lumnmwﬂma mauandluguil 9

External
Zone

Data Perimeter

Piesentation Perimeter|
ppplication Perimeter

9 fmualidiu hop lunadhils “deya” fredraios 3 Tunniaymma
Lyusing q Hraeudisad
a ¢ ceda o o Y = | = ar Mo
1) esunumesuazgUnsnindaddlulsufeiuainsodoudotiuld
at ) = - e o = ' . =4 v et o
2) fdwhltlumsveusefumeusnlsuiiienin Perimeter Feagdaaiissuutinaty
Twulawyn 9 leusgreiondail Firewall (layer 3/ayer 4 firewall) wazgunsal
LY . . dl Y
ﬂmﬂuLLawm%ﬂaUﬂ'}mﬂ‘;ﬂ (Intrusion Prevention System) LieUnta ey
navftmesuazqunsalmelulo Frewall uusaglouiounnnduinauazse
3) Perimeter 984 Presentation Zone 9¢#a3@nad Server Load balancer, Web
. . . PP sy v
application firewall, Web Service Gateway (VIR RENURYRE XML firewall fioe)
wag APT Wuathalsy
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1.4

1.5

1.6

4) Perimeter 9849 Application Zone edosfiaRs Web Service Gateway uoeatios

5} Perimeter 984 Data Zone wipefina Database firewall 1usghaiey

6) Foyavinane veanewmu asfesdniiulilu Data Zone Wiy ilsmdsdaya
Tudgdlddayaluszuudmiuienas deyaluszuudanisgrudeyandnuay

FUUIPMISIUTeyRaTUAYY

7) sruudseddeyaaghnsdrsasdoyaluain Data Zone Tu PDC lug DRDC

8) madsasdeyaszioaimsdseslulilugunsal Media Mhldafiuniesmenin
Tuanuiiviuaenudilaly POC sites uas DRDC sites finasuliruiiurey

9) spuumpufmesuazgunIaily Management Zone asdpillianmanninly

=, gfr d‘ s =) .
NMIARAR Lgasmt}ﬂmwului%uauﬂ 14 819 a@wnga deploy VM, configration

gassruululaudu o 18 iy
10} Ty Management Zone ﬁ’lmiﬂ{fﬁnﬁu%ga i e syslog, Packet Analyzer,
SIEM, VM image (ﬁ‘lﬁiﬁ‘i’fﬂyjamﬂ Data Zone), configuration 845UuauY

HUuEN15UsENIRTIAN sefosdnmdsnainsneufiamefudtsiadeud miuliuinmg
Tnevhnissaassninansiinomusummnsanuagiiusedniam desud
ganAwIssruUU TR nMsniiaaudialion (VRAM) miisydsvanananaisiailou
(VCPU) ﬁuﬁ%’mﬁv%uﬂa (Storage) \udiy mnﬂaw;uﬁmmstﬂﬁauuﬂaqguLLUUU%ms
wiedoansliinasmiwenaiin Tngssyguuuuuinisigioanisiml duuzgmsdsznn
590 PzdeuUfsusUainisiuinsudednasmineinsamunnumsaniaedi
fouznnsusenansim ssdedlivinsseuunenfiumefadieuiiguddeyandn (PDC -
Primary Data Center) LLasquéﬁaQaﬁﬂia%LLazﬁﬁuixv‘u {DRDC - Disaster recovery
Data Center) lnginnsvirnusauiuludneme Active - Standby aeiinns synchronize
data WUU near real time Wis AN
Huuzn15UTEnIn51A7 sdpsfnnemanduafsvuuluindasranfinesniudnuae
mslday aghatpeieil

FEUUUIMISIAMSABURIMDIIEloU

suuUfiiinesrenfunedialiouniiavanignies
JEUUIANITg LY aNAN
sEUVIRnIgILteyaatiuayy
¥UU LDAP service

spuudamslufusesdidnnseiing @uaueszuudanstuiusesiidnuseiing uuuiides

Rnmeluirdosulthe) _

Web Server Wiffmatasmnuaniidmiu Application Scftware fiwanudmsulnsemsiy

DNS server

VPN Server

Web Service Gateway
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- 78UV SIEM {Security information and event management)
- 38Uy SysLog Server
- 38UU Packet Analyzer
- suuhIsvIIIansgudveyadiinuasinussuy
- ‘isuumuamms%‘mﬁusxwmu (Library Control System}
- wedndBug AEvavsgniomasdaadilfssuutammieldesatiussaninm
17 sesfumshausiuiussuuuimssanisuazieundindusenuiitu o dsnmlushde
Buq IFethaduszansam
18 maufmesuasgunsaiiavuailagaieugud PDC DRDC CO-NOC IT Helpdesk, War
Room uag SOC saatuvadimibiweriunisldiuuideu
2 Uimsssuualetnenisindedens (Network)

FrusmsUszniagin sdosiamszuvuiaioteseminguddoyandnuasquddeyadises,
iFeteidenlodudmihemsing 4 Aiedesimun sudusdoredeamsdmiunmsuimsians
(Management Link) uazdsanfeliaisadoudsinisdisneufiaineinisuondiniu
iwSesneufiunefuitaiouiiguidoyavdn wasquideyadrsoauas fuvesnamu vussuy
\WwIgUeTeIRIuEMSUSENIATIA

21 deanmdemsiunieuan

211 fruznsdszmanan fesdaniaietisdeans wisugunsahideudeszning
auddayandniuguddeyadisoaarffuszuu wuull redundant fernuiiodnales 2 Gops
Tneldvossdomsnngliuimavamunisdemsauagse

212 fyuznsuseninsien desdaniaiedisdeans wiauguniaideusosewing
gudtoyandniudtnsulngneanu wassswinguideyadisosuas fausvuuiudninaulng
newuwuil redundant shenraagiaion 50 Mbps Taglddamnedeasangliuinmeima
nsdeansnuazIY

213 fuuznisussmiesien fesdanuaierisdears wiougunsaideudassuing
guddayandnduguiuiiimineuiinmeiiasinietis (CO-NOCQY/AUIUFTRNMsIH e Tafeana
TBUU (SOC) wavszwinsguddoyadiseauasfuszuuiuguaujifnsrenfimesuasiaiots (CO-
NOO)/gudujianisilsesdeanamszuy (SO0 Mpmmiiiegiadon 50 Mbps Taelddaan
foansongliuinstesmmansiemsauazne

214 fuuznsuszninsien desianiadetisdeats wieugunsalifoudasening
gudviinismeufinmaiuasiaiodis (CO-NOC/gudufjifnsihssTaivanaimszuu (SO0)
fudrtnewlnginosu wuudl redundant fasarusiegiaiies 50 Mbps Tagldoamndeansan
iuimstesmsnisdeasauasing

e e
2 )

215 duusmsussmanadesianuaietedeasgunsaidoudelnietne intemet
anssuglvifuguddeyadisesasiAusruvnazauddoyananuuull redundant AeAI1L5
Aufgdulauesiaaus wiiidossesdy SLA mufinesuiinua Taslddomnedearsann
FWiunstomnainsdeansauayne
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216 fuuzmsusznasmidesdanuaiediedeas niongunsalileuseindate
Internet ans1anie Tudmuduvinsaeufimeduasiniate (CO-NOO/quduiifininidhssdeis
ANANTEUY (SOC) seauiiieg1aiey 50 Mbps Tnemsfnsassuuledatnenelugudieslsiinig
Weudefugunsninfinindoudeiniodielufguddeyandnguitoyadsosuasffussuy uay
dnlnaulvaineanu

2.1.7  guugnsuszmagin suilumadeudeiriotisiems Ausuasuasmizeny
mpsgiietesmuiinemuivun ludguddeyanan 1 Link uazguidoyadiseauasfiuszuu 1
Link $asanuragation 50 Mbps s Link Tagldveamsdemsanglfuimsdaamnenisieans
auazse nvedaesdaadeusofumbenudstuil

1) nauit 1 16ud nfednesunmsiirtaiussuua
2) gt 2 ldun wndedenedgidendetussuuny
218  nfetedeamimaiitiaus fesEnsasesiunisveismsliuinisiionai
unduld

o 1Y o . )
22 HAULATUTEMATIAAEABIIANIMINEIAT [P Address Tngazdu Public 1P Thnia3ea
panfaLresideiaiiouvesnomu $1uausetey 2 IP Address 5893 IPv4, IPv6 uavseaiunts
Wouralriate Private GIN S1uatiatloe 2 1P Address

3 anunwdenlunisliiuinis (Service Availability)

aawderilunisliuinns muneds nastiusnsielfnasuanisadnldanlueies
poufme it adeldnaeniia bifurudinmsinemuiiaiediuinmsvianesunseyhns
Ta siowAdpmeniamofisltoaiiowss hinufimstinadaneuiowefwioiaiiounnmsdoss
iowdsunlandlumineian IP Address v3altasunlasnuautivasmeuiamesudieiaiauain
nowu washivdetatesiiinsinaunguesgunsaiiniedrsaeniamaiuasgunsal \Wouso
Uangyesunea|u,

r}ﬁmzm‘s‘uixmm'vms’z’maﬁmm‘l.ﬁu%nﬁwwﬂauﬁama%Laﬁauﬁguéﬁagaué’nuaz@ué
doyadsewaziiulalifeundunaminisiudsyiu SLA il

seiupundaulunsliuingg defien = Spwaz 99.9
Asnduszoziianlunis Downtime salfiau iy = 43 UM
VINELUR 1 74 WiAu 24 ke

1 ifiou Wiy 30 Fu
4 syuuinwanudasnny (Security)
fruzniUssnanginasfesknuinasiiiaeiunuatifiddgmehunmnlaenduszuy fe
(1) Confidentiality ns§nwinruduvasdoya Tasfilesldansaunadridoyarvdas

t
- e

Le¥uavilunsldvinu nsdameteyaiisedadldiueygnuasazinlagdiav
Wiy

=
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TBUIATSINUIATINMIIAITEUUNaUEINTRT LB AN uUURTE

= vy o
neauiuliiiuienisdnw (anans TOR)

[y

(2) Integrity masnwaruuiiiuargniesssdoya Tnedifidviivasunasiayasyld
ﬁwémmﬁmauﬁwﬁiﬁ%’umn@'@Lc,a'iz‘uu
(3) Availability mvamdonvesszuvitngdesnossosiugliamatane ssuumsaumedas
ogluanmitnienldauamnudoinsuesdld azdasdinsnsyareuaznisdises
doyanngrudeyandndiunars minszuuinnsdndas aedosfAudoyatuan
Thusnsluanwitanysol
41 syuuinwemataeadusnueiasanud Physical Security)
- Avuananguduiuadudenndeues Uptime Institute Tier Standard
aenationluseAulisng tier 3 (Self Assessment)
- uitiedssuurefioweiuargUunsaisdeseguleuaenfuaziimutiudu
(Private Zone) ffildh - soniuiivesiinisssysmilasidansihile wiedy ¢ aud
NBayuATAUA

- iinfevslafiunsadnfsinunieteuinsions waniuleyaiiimmeedon
ot1aifas 704 x 480 pixel Insanusadafivldagalon 6 Msudeunil uasy
tayadaundilasgtos 30 Tu

4.2 ssuuinwanulasanoiaiedts (Network Security)

< fed o LY ol a =
- Ngunsaiivirnuludnune Redundant wagsesiunsvhaumuuasguiiveniuy

o P < ~ & o Ay Mo
wniieldundesszuuinietieniossuvupanianesannisioarsilulaiusyyn
Tngldnsimundniaununisidir-asn

421 szuuihwiarudasadumsynsniiulad (Web Application Firewall) Tagil

AnanTRegetioadll

&%uq‘dﬂiﬁﬁﬁﬂ%ﬁﬂﬁiuﬂﬂiﬂaaﬁuﬁ’fﬁu Web Application #3a Web Service
Tnawwizamnsofnsslugifiugunsahnasgiumuna 19 i 14
fiiaudousossuuiafetne (Network Interface) WUU 10/100/1000 Base-T
wIaRnT Truaubitsendi 3 ¥ea

finnnudlunisdsiiudeya (Throughput) laifeendn 500 Mbps n3a
595Un13 deiudayalaliiosndt 5,000 Transactions Ao uni
anansauvsdamsgUnsaliumdusingy Web Browser wie CUI iduseniae
Au130A TINTUNERANTSUNTTAIU Web Application ‘naﬂsﬁ’ﬁvﬁ'ﬂmsﬁu‘%mi
Web Application uum‘%‘lmﬂau'ﬁ’sLma%usi*zhwiwg 1%
quUnsEiThinauD LR 89 U1IaY MUY In-Line (Bridge) 3B Transparent
WAz Span-mode (Monitor) dwiuaviagaungRnTaulsilustraiee
fauenunsatumsvianunazuniles Web Application #1499 16 Tneseadu
HTTPS Istiuedrsias

asndetoya Log File wuu Syslog Ieifluatation

anansauTuiiuna (Sync) fugunsalneusnls
seefumstesiunmagnlauanigsene astnsae il
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1) Cross-site Scripting

2) Cookie Poisoning

3) Buffer Overflow

4) SQL Injection

5) arameviserunaglaR s luguuy HTML visa PDF wiia XLS visehnd

6) awnsnldaunannig IPv6 ln
fiadslivihamuuuy Redundant
wendudwiunowulfmusauimsianisiodld waslunsdliimgdniu
wuuum‘aﬂssmm3'm'1a'1miausmmﬂmﬂmwunu

4.2.2 Database Firewall 5@ SQL Firewall gannwls DB Firewall Tulasa m‘s‘u
Whiglransadansssrids SoL Aldvasndy Hlvdnluaivweudemeldiusondwiissuudams
Futoyanan Imamaquﬂmauummau

kUu%Wmumﬂmuumsammw‘m Database Zone vialu Appliance
Suwandunfnduduniweswenduifszuuianspudoyandn wie Wu
Appliance fugnasanu

atfuayunshauuuy Load-Balanced #3e HA w3e Clustering
A131505895UN5Y91U Database Activity Monitoring (DAM)
aunsonsanaeugUuuuTesids SQL dnguerduadssuinnsguteya
louuu real-time

AINSORTITADURAZAANTBINSLNARUU SQL Injection 1A
fauaszuuanansasfamadniwensiuadszudansgudeyald Tawmaang
{block rule 159 allow rule) fegnaeausznauluéne iﬁﬁﬁﬂ‘t’l’, IP Address
wae Ad (query) ) il
‘Lm'mi'sunwav»lmLe,':asiuwmmnﬁﬁ'\wuauawanlmam\m‘d'ﬁ Ansaw

4.2.3  Advance Persistent Threat Protection (APT)

ugunsnt appliance ﬁaanuwu%ﬁamiwﬁaw,ax{]aqﬁ'uﬁﬂﬂnﬂm%’ugq
(Advanced Persistent Threat) wuu Known iag Unknown Attack Tnalane
TaflaariduiaSuveessuu Firewall %38 Proxy

amn305995U Throughput Taliiesnin 1 Gbps

il Interface Aldlunsnsrsasunasdasiunuy Ethernet 10/100/1000
wioandn lsnin 4 interfaces

i1 Interface wuu Ethemet 10/100/1000 dwmdumsuinisdansiasnnis
41150 RARILUY Inline Blocking %38 Out-of-Path Mode ¢ uaadoadl
ANUAITD Fail-open malmawaﬂiuwmaﬂ'rﬂm'lutmm'mmaaﬂﬂim
dndosia

il Redundant Power Supply
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@N3anTIRTUTak IS LU Signature-less w38 Behavior based Analysis w3
Memory Analysis W38 Content based analysis W58 Code Analysis 158 Reverse
engineering 130 Unknown 1 Tnelifinsdaludvie Web Objects Aifasasde
TWawmseddineuenssuy wavannsayiimsaing Blocking Rule w38 Signature
w30 Reputation veasiaAnmufinsianuldshluiflugunsaiiodl
annsanTIvaeuUssvuadldi Download 910 Internet leanesinm
WU Microsoft office Docurnents, 32 and 64 bit executable, Compressed
fite, APK , JAR, PDF, RTF, Java 1iiugiu
mm:mmsamaa‘uLLawﬂaqﬂumimmma'svmw,ﬂ‘sawaw’lmmiﬂaq
Command & Control Servers wipiiaeni Caliback 1g
asnsnuansdeyafinmaansTaud wu URL suvne va9 Malware uavdaya
Traffic

A sanansdeyantsiasied Malware Al Signature (Signature-less)
lasilsaziBon woRnssuves Malware Mvinsudluwioiasuwas Os
U Process, Registry, Fils System Change, Callback, MD5 waziiufiegg
fauriinsredul3lg

qﬂﬂiﬁiﬁﬁ'uauaﬁﬁsuu Multi-Vector Virtual Execution engine %38 Sandbox
woaUsznauludressuuill Operating Systems saluiliuag1etos
fD Windows XP, Windows 7, Windows 10 uaganunsnvinaunteuuls
mmimﬁwwumﬁw‘étﬁau%mﬁmnﬁa;ﬂﬂ‘im"l@fwa']aszﬁu (Role Baseed Access)
158 9119 1P address wagfimuadninisldauvesdliau (Role-base
Administrator) 16 1%y Admlnlstrator Monitor ¥39 Read- -onty, Operator
%39 Policy Administrator wsaumumsmm’laa Baan15USMISIANIg
gunsal (Audit Log)
gunsalidnauelinindoudafuszsuuifininvondrvondn fae
Lﬁﬁ]LL‘i}'aﬂuﬁaga%m Advanced Malware %38 Zero Threats Tyl q fliiaiu
1eafugUnsalrmunuuuUsINgud (Centralized Management) lunsdifild
AIUANEUATIRNNG 1 |

wanSus i auedesddineruaie wiodunuluusemalng Fufly
ghismsquathseinumdnisne Weatuayumstiuims

424 gunsainszargnisineudmiuiaesroufnedutvie (Server Load
Balancer) fnauifatiaiaasiadl

Lﬁuaﬂnim (Hardware Appliance) v Virtuat Appliance fannuuvL
Weldnszaemshaudmiueios AauA ATt alneawIy

il Throughput gegelsitiesnd 1.5 Ghps

Teudaurassuuiaioris (Network Interface) WUy 10/100/1000 Base-T
w3eina1 Sy bideendn 4 4aq
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naspuduliduivensdine (anas TOR)

~ spedumavhendldegneties il Round Robin, High Availability, Layerd
Load Balance wag Layer7 Load Balance
- ganauimsdamsgunsaiiumnnsgu HTTPS Taduegatios
- gunsaldnununnsgu 1Pve A |
- fadslvaenndestumviusiuiuguidoyadsewasifuszuu
425 szuuinwaudaeady melussuursuamediaisuuazinSesnaufianed
gnane
- iszuuuimsdamsuagaiunu Anti-virus Wag Anti-Malware dmiusyuy
novfweslalion uanadeswmeniamedgninefinauslulasins
42.6 AsUIMIEsestaya
- fimsdhsesdoyauazanunanlijfudoyaldadaies 15 fu
. finvsdrsesdoyauuuiiiv full backup media wenaaufkarainign
lifAuteyaldodraen 7 fu
- ﬁmuﬂmmﬁlur\ﬁﬁﬁaﬁau‘,alﬂuu:uu End of Day , End of Month kag
End of Year Ingiiszasiailumsdisasdoyalaiiu 1 alus 2 $2lus uas
3 Falue swddu sregnatlumsiiudeyaliiiiu 4 $li
- aungasifiuns Backup léanudaruunulouismsdsasteya (Backup
Policy) uBenaenu

3

5 gudujdfnig (Operation Centers)
Qmuzmiﬂwmﬁmmﬁaaﬁ'ﬂmamuﬁﬁw%’uaﬁ’nﬂwmuﬂﬁﬁ'ﬁmiﬁmwuum%aﬂw
(Network Operations), :1udfjifnisdiuasuiiamesd (Computer Operations) , IT Helpdesk,
Wasaruaun1sUfuRnig (War room) LLauﬂumJgumnms’hsmﬂaﬂﬂmm“w (Security Operation
Center - SO0) @ anuiwiuipfuuddndoslfifudndiuianun 4 Wos liud quiujdinns
AuRamasuasLAiedie (Computer Operations and Network Operations Center: CO-NOC),
AUSUAUANTS IT Helpdesk, gudrununisufiinis (War room) uazgualfifniadhis Ty
ANAINTEUY (Security Operation Center - SOC) Lwa'lviﬂawuaﬂmiauwlﬂhﬂumiauuauumina
woenpauluriueg ‘-]Iﬂaﬂaqmuawm‘mmsmmu"mﬁlmwmawmmmwuma s des
emaen 24 4lus 7 Susiaduani

JuusnIUse mm'mw“maaaanLLwLLauwwmmummuuﬂwaamsfmaamﬂaamuﬂam&;

ﬂ’)'&l]’ilﬂﬂﬂ‘ljﬁaﬂﬂ Uﬂ@ﬂﬁ?‘iﬂﬁt’ﬂﬂm'\ﬂﬂﬂaQVIUﬂ'}‘WUW

5.1 ﬂuﬂﬂgummiﬂaquLﬁlaiuasmﬁmiw (Computer Operations and Network
Operations Center: CO-NOC)
N“U‘u"ﬂ']‘sﬂiwﬂ’m‘i'lmmad%ﬂﬁn'mw Lia”mﬁ&aﬂn‘immd | Lwaﬂlmmwﬁ’tﬁé WSFRATY

1
o]

‘lﬂ’m’]'ﬁUi‘lﬂTﬁ"ﬂﬂﬂ’ﬁﬂBMW'}LﬁE}i LLﬁ”@ﬂﬂﬁm%ﬂ‘Hu Lauaummmuaﬂwmmiaqﬁﬂuu aagawé’n

£
1 &

guédeyadseasifussuy uazsvuunenfianeivesdhinnunemu Teellnasnifiodnleedal
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52

511

51.2

g dinsdiustuuiniedng (Network Operations)
m;u.uﬂﬁﬂivmmqm%vmawdum‘s’lwusnﬁmwaau iw3etenITenistaya

£3

AudUiuiinsedathe Idodheloy sl

- msUimsiansfiumsisdnsuasnsiiviure s suuIASa Ty

- mstrgsinmssuuiaietnslindeuldin

- MIEANTarMsTEnuRansU TR

- mswasuuaasmssanismairuae

- vty

- MIUImsIemsanuAtIaisuaUaens e liifessas
uUfjiAnisduaeniames (Computer Operations)
druznsUssmanaavieanisuneufianes gunIal geudls wasyaang

l:waauvaum'mmuaﬂmsa'ﬁaumsal (IT Operations) vaenm Imammﬂmmamquaamu

- mLuun'mJgUmwumﬂumiﬂwsvmmaas FULANSAUMATOINBUBE 19 B
fim 135U Batch processing N3 End of Day (EOD), End of Month {(EOM),
End of Year (EQY) waynn3 Backup feyalusyuu

- AuiumsuftRauiiiiedestunisi Software deployment

- mmumsﬂgummimu Maintenance operations ‘neqimqaﬁawuﬁw ‘
waluladansaumauaznisionns

uﬂﬂg‘umms IT Helpdesk

finsliszuuiuiFesdassenisliuinmsduarsauma iedurmdasidudiany
wsaf]mmmmmwmm $UY WiemMRBIMSAuNsi ey viousadiudy ¢
Mfedostuusnisiuasaums

svuuliuinsvesqudufiRms 1M Helpdesk Foadosles mssuuazlovas s2ui
nsddsfeyatuszuuliuingg Call Center wdn uazdaaiimuaunsaluntg
YT IT Helpdesk aasnaauld
TidneuiterisTunsuityunidesdudmivssuusuasauna waslgymimu
Tnssadreiugrumalilafansaumanaznsdonns

e Soansotlgm maawamimmaﬂmmwmmmmwmmwmww@mu
lWhdusnuiifertos LLaw‘a'mmmmﬂmmammmﬂt,r’ﬂ‘uﬂmm U30AINBY
figfidmldureumngluduiuns
fruznisuszmasmifesdamssuuinisenuiliedeld uasdavhitsauna
MsluIMsuUUs YU Tedeu wazsed
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3 a g v - =2 an o
YoumueilasImMIsamssuuneuuliitniemsfnuuuuiiva
nowudWlgduensdng end1s TOR)

AUAIMURINT VI TRE B YAl
2 au mow [T | | ar

0 ovazussaneitiligannialiuinsle (Abandoned Call) taanimivawindiu 5%

o Y 4 = ey . . <4

O Sowazvasiuaeniulanielu 20 Jundi (Call waiting within 20 secs) gy
fusrnuaenlasuuinig vinniwIswindu 80%
2 o o s ' vy o Iy & | a

o 3ewarvessruruareifesddidinnsadoduquduiinisvoslasenns
Uszauauss Uasninvaoinnu 2%

53 gudaiuaun1sujiinig (War room)
mmvmiﬂivﬂ:emﬂwmm'saamwwamr;mum‘sﬂgvmmi (War Room) Wsoafulums

naradev hsede uasdins Weumsdanisssuu DSL wiasiadagunsaline q Whiileawedenis
Uithnusassmiismoulitesnit 11 au Tnevesmuguisufiins desdquanifistaios

framaluil

5.4

flnouaminan1sURURU (Dashboard) fiansmhanuanaa lusnume Real-time
w38 Near Real-time faeguiuy n9w vi3e a1s51e lneldnudeaingn Drill Down
LwaLiaﬂmmauaimwa“LaamLLauiammiUiuummumﬂﬂ
flszuunmeseuypnaiiasiiunfafasruaunsuidinms (War Room) ldgnéing
ssuumugumsdeentagldtnaiuiuediates

néernastaliihuesmann 24 wu. aansaduiinfeyaiudoundald 90 Ju

Fy ianifinmedmiumsuiTimuuasssgnuegaten 11 Midunanientu
fiadaaanenw (LCD Projector) Aflanuasidennwlitiosndn Full HD wiewain
Sunm fnsanfesldanlsidosnin 1 4a

finssmuidou (White Board) aunaliitiaunin 100 §1 wieugunssiindoadou Aada
wianldeulinfesndn 1 g

fszuulnsdwinasassuasfivmerensujufie

= J = § o L7 = ot 1 2
fisosmauiawasdmsuldlunisusmsdanisszuy OSL agnsues 2 94n

=t
u
=
N

L2

o s P as o \ s i
“'ﬁg‘uuaﬂimﬂaw%’auaﬂmmmzmaammmwLﬁamamsaﬁmamma‘m wazATEUeN

ﬂ‘ua‘dg]‘uGln’lil.r:'-]’\i”’mnﬂﬂnmu‘S“UU (Securlty Operatton Center - SOC)

wuumiﬂivmﬂ‘swmmm'«mmaauamuw Ltavmmmmlﬂmm& 9 wiauaiiaueisnms
LLasLqumu’Lunﬂiw’hsmmaﬂﬂmuaﬁaumﬁ pgatesUiznauslen1nl1seTai gAY
FonaRetuiussuumu suuedete u,a.ui“UUT.ﬂiaa%'ﬁdﬁumumﬁiuiagLLaam'ﬁﬁami wagTeulgm
AUANAATUANTHLNA wioumausisnaudly u,aummum'ﬁLLﬁ*L-szuﬁlmunﬁaummnﬂaawu

Sreeuddiuazigmisiengiegiies ety edeu uazsel MAeades
Tudnwae Manual kag Scheduled Report A183UKUY ATIW %38 A9 'Lumqna'\mu‘f,ﬁ]
nagratisum iy Scenario/Use Case ﬂa;ﬂﬂﬂmmammuumﬂaeﬂnﬂmiﬁumﬂ mu

SQL Injection Attack

Suspected Malware Detection

Malware Outbreak

Abnormal Critical System Changes or Object Access
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ar a 24 gl P (=1 e ar
Ao wauwwmawu’[ﬂsamwwﬁwunamumu‘lmqamwa NSANYILUUATING
= 3 By o
nesudulvifduienisfine (nans TOR) .

- Possible Brute Force Attack

- Suspected E-mail Attack Attempt

- Unusual Protocol Use

- Unauthorized Account Administration

- Log Devices Absent

- Suspicious Network Behavior

55  defimuadiudmiiiivszdrgqudufi@inas (Operations Center) fnuau s
agharteedll

- L’wJ’mu’Wl‘ng‘UG]ﬂ’kiﬂﬂﬂ’l'ﬁﬁ'}‘iﬁumﬂ IT Operations Tuaihms Sunulisn 2 au
waryenamssauliding 1 ay '

- W AU Rnng Network Operations Tutaianissauanlisdind 2 ay
wazusnavimssuliiing 1 au

- it iRms Security Operations Center (SOC) lunawimasumilsishn 1 e
wavuenamimssinaliiing 1 ay

6  danuuasrugendulfssuu
AauiRveswanduIfssuuIansgudoya
swuuvenAuIfUIsgnd (Application Software) fiwaurdululasenist snudnals
%aﬂmm‘smwmmsmuﬁuaua (DBMS — Database Management System) "Lumsmﬂmusuauamw 9
VDITEUY IﬂEiLL‘U\?‘UBWF&LL’J‘3‘3”UU‘G®ﬂ"I‘36’I‘L.i°UE]3JﬁE}E}ﬂLUu 2 wuusiet
6.1 wewiwITIzUUTAmsyuteyandn
maua‘waﬂLLaumamaWﬂUmmIﬂﬁqmsu ma\mmmulmﬂuvwawmwauaLmﬁuﬁ’ué
(Relational Database Management System) wmmauummu
1} 'uqmau‘um ACID (Atomicity, Consistency, Isolation uay Durability}
2)  dipmaudRsnu Referential integrity
3)  389%UN13 lock auuv table level uag row level TID95895UnN1990 Dirty Reads
4)  s9s3umsldenis SQL, Stored procedure uag trigger
5 seriunmwilumawmunlain Transact-SQL 3 PL/SQL %se SOL PL
6)  fszuuSnwenudasasuuasimunaninigldldvate ey wuy Database, Table,
Column, View
7 Ssvuudrswmdelunisdududeya (Query Optimizer) ludnuariidy Cost-Based
Optimizer
8) iaq%"um‘sﬁwwuﬁ’wﬁasﬂagﬂuuuma 9 wanelud Character, Variable Character,
Number, Date, BLOB, XML LLazﬁaammimﬁ’mtﬁwﬁagaﬁ[ﬂu'LOB %1
9) 98945V Unicode uagsassuniuiine
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s = 2/ 2=y d‘ =2 e
yourpuesulassmdnszuuneuRuliiiunensinyuuuiva
nasvpduliiEuiensdne (wnans TOR)

10)

11)

12)

13)

14)

15)

16)

17)

AUUYUUIRTFIUA ¢ Wil

- Open Database Connectivity (ODBC)

- ADO.NET

- Java Database Connectivity (JOBC)

- ANSI SQL 92 w38 g

awnsasesiudldianielunazatauen (e Wt ivesneayu Yni3eu
Wwthiluaaudneeng 9 dnngvane Wudu) wuulisiasuudld
asnsasesfunnli i Remerisiinuddoyavan wasruddeyadmeuasdAussuy
Tnedossesiugmudoyavuinbideenit 10 TB
21'mmv‘mwu‘uusziawﬁl,m'izUuﬁﬁﬂ’ﬁmwaam%aﬂauﬁqma%mjfdwmuﬁ'ﬁz
Tudeimusdrussuuneuiineeivasgunsal

sufnsannsavindy Cluster Database 16 lngszuudanisgndayalu Cluster vog
POC 9siasaunsarinauldndeufunuy Active-Standby uazlunsdil Server
wwinslaadnamialdamnsovienld ssuuasdesaiunsainaudeliviudioog

q

Server ﬁmﬁaagj (Failover)
a1u13avin Replication %’axgassmwgﬂuiaqaﬁﬁmﬁgwq‘mnm'ﬂ 1 uvs 5995UN"3
WKLY Active-Standby sewinsquddeyandn uasguddeyadiiesuas (v
FLUUUTDINBINU
annsavinsdisuaziieya (Database Backup/Restore) Wudnunesoluil
- Full Database Backup
- Incremental Backup
- Online Backup
finFeaiielumstowdeguaszuugiutoyasng woluil
_ fisdesdielunistismdequaszuugwdeyaiiiinsidonludnuue cUivie
Web interface
- Siedeafeilldlumsiinaeilssan nmeesssuugudeyafiaunsoliased
L‘%'awha 9 iy Buffer Pools, Database Deadlocks (w59 Database Lock) uag
Transactions
. SededlefiehglunsaTieaay (Monitor) NMSMNUTBINUIEA1KAY (Memory)
vpssyuugudeyaludnune GUI vie Web interface
- Sindediefiuanisnadf (Statistic) w84 Index e Hrelumisieseinmsliny
wiemsai Index Wilussdniamasganuanwasnisldonla
- fipdesilefivastunisuiunss Parameters sing q vedszuugwteyatudneue
iy GUI 3o Web interface
- puauinsdhsa
- gunsavimsdhsiadeyefifafiumelusiuloys Taglidududewdlovie
W TUsunsaisiy
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@ vouirTDIUlasImITamszuunsuRlSuemsAnwuunaa
S : o ey { s
nosuiuligBuieanmsdne (enans TOR)

- sesumadiviadeyaluseiunedun
- sassumsIt SRR uulsuensIg T
18) fiavussmiainvesdadusilulsemelne Tunshiudmsdnumaiauasudlatiom
asnvineuuuszuud§Uade 9 18 1un Linux, Microsoft Windows, Solaris
bhgre AlX
6.2 wawﬁu,ﬁﬁ Buudan1sgutayaatuayy
?Jamm:uaﬂwm Lﬂuwauawaﬂm ey Working data w38 session control maeuaua
4l Management zone awaml,nuiﬂﬂ‘bﬁﬁzjawml,ni'suummmimwauawannlﬂ wie SeAulngly
f&anLt'sﬁv‘uuaaﬂﬂﬁmuwauaauuauuﬂ"{m Iﬂwav\mmﬁuvmﬂmsmwz}auaauvauumam
A TRRaselUi
1) Wussuudansgndoye Alameaudice
- fipuaid® ACID (Atomicity, Consistency, Isolation was Durability)
- 895U Unicode wagsasiuniwilng
2) a'}mm'ia&iucﬂﬁummsﬂual,avmﬂuan wuuladandauanugle
3) awnsosesiugneiayauualiddn mwmwauawaﬂ nazguitoyad1souazdAussuy
4) mmmmmuuwawmLLqiiuungwmwaqLﬂ'smﬂaummaimee;mamwu’l,u
Termuadussuunsuiowesuasgunsol
5) awnsavihnsdiseanazddoya (Database Backup/Restore) laludnumesaluil
- Full Database Backup
-~ Incremental Backup
- Online Backup
63  AuaNURvaswenduad Application Server
YaWAuIT Application Server mﬁuiﬂwmiu e 2 wuu N%uvmiﬂ'summ'\mmmm
FomiluldRnsisle Tnefteraidonuuulnuuuni visoidenldia 2 wuuRly wail
- aduayumsedhig HTTPS maslouenisidiswa
- adUEYUNIRSIZIU Web Services Leun SOAP, WSDL, WS-1 Basic Profile,
WS-1 Basic Security Profile, WS- Addressing, WS- Security, WS- Policy,
W5-Trust wag SAML
- @dUaAYUN1YI9IUIINAY Database fivatevany leun [BM DB2, Oracle,
MySQL, Microsoft SQL Server, waz PosteresSQL Taadindsaasussuusanis
gudeyavdnuagssuudamsgidoyaaiuayuiiausiulasinisise
- 3@\33‘Uﬂ’l‘SL‘B'm\‘l"ﬂﬁmﬁlﬂ‘ivUUﬁ]ﬂﬂ'i‘iﬁ'IU“?JmJa%ﬁﬂLLauﬁuﬁ}i}ﬂ]ﬂﬂ’liﬁ’lu‘UB&Ja
avfuayuiliauslulasonnsi
- auvﬁqums‘u'imsamﬂmmmmﬂué (Centralized management)
- AUUAYUMTTINIRUY Load-Balanced Cluster uag high-availability
- dinsliuinmsaivayuaindweandndasilaense
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el YaulmwoslasimsdamszuuneauRubijdniensAnuuuidva
o '
neanudvligBuiensine (lenans TOR)

24

6.3.1  Application Server WU Java Fdlulasemsil finuanUfAnal
- Wuweddwas Enterprise Application Server
- \Duwowdwrinifinag Certified Java Enterprise Edition 7 (W3egen) 30
Certified Jakarta Enterprise Edition 7 (w?a@aﬂ'jw)
6.3.2  Application Server wuu .Net flulasenisil ﬁﬂmﬁuﬂ’ﬁﬁaﬁ
- Pamsuueieudtng (v Aldaenduadsruudfiiinns windows Server
JUaER
- T4 1S ASP.Net uaz .Net Framework iuﬁ%f‘jﬂ
- awfuayu Windows Presentation Foundation (WPF)
6.4 auauTAvesssvurarduafuinsianisnaufiamaiuazgunsal (Computer and
Equipment Management System)
suuTadLUIvN s sren e fuazgUunsallulasenisd Wideuedesfledmiy
ﬁﬂLLa‘ivw‘!,umiu%mﬁﬂmiﬁ’mauﬁama%uavaﬂﬂ‘saiwm 9 luguédeyavdn (PDC - vPrimary
Data Center) uag ﬂuwauamsama ﬂﬂu‘i”m} (DRDC - Disaster Recovery Data center) Way
ﬂauwamaiamﬂawmLaualu‘lﬂiqmiuimammuﬂmammmu
1 mﬁJ’ﬁﬂﬂ'JUﬂlJ/’ilﬂﬂﬁﬂEmW’aLG}a‘ﬁLﬁuﬁ)u (Virtual Machine) ‘VlﬂLﬂ‘iEN MNAT DT
1u Management Zone
2) aeflwensig Agent nstogluniasiteiFeinsuimsdanstenielifls
3) aunsadaiiudeyaveunismeuiiuee’ Tneh Hardware/Software Inventory 6
8) sevduastervlsznavludendadusiuinndt 1 wdedu Aaunsavhausuiuld
a&%aqﬁﬂsuﬁw%mwﬁlﬁ
5) miﬂmﬂmﬂiaaanma PC/Notebook wmmiammm Agent e
- @unsofiane Agent ladpsnaufiniaeiandrefiauslulasins 73 Desktop
uay Notebook fifaagdninaulnglé munuam‘lum yisauuy Manual la
- amnserauauuarUinisiamsnesimedgninefiiiu Windows based 1d
- gunseenuaumaUIwsdenmesewanfoweignyennsstlnalsl (Remote Control)
- aunsadvhmemsverdwasTidestuuresianeiyniaies ilerSeudiuiy
Sruuavindussaniuaifiesrnide (Software License Management)
- amnsauensnauasindaserdiinngusnansludaedesneniune fgntnold
(Software Deployment)
. d1u19anaINILALAARS Patch 989 Windows wazHanSuevas Microsoft,
gawduIFau % uag In-House Application 1¢i (Patch Management)
6) mimwmLﬂsmLLmnE;LLauLﬂiaWﬂ'ﬁLauau‘iuLﬂ'iamwm
- mmimmuﬂmLavmmiﬂﬂmiaUnmﬁlulmmmwawrmmi Agent &t
7) ﬂ’\iﬂ’mﬂ&lQﬂﬂimmim’wﬂimﬂw Router uag Switch 161
- amnsomuRuazUInTsSamsUnseilseinn Router way Switch 1d
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oy
e

a = =4 al <f oa @
voutraTasulasTIMsdaviszuuneuituliiBuiemsfnwuuuiava
naaudubvigiuiensfinu (lenans TOR)

8)
9)

AMNNINATANMIVINNTIANIG Storage
AINIMUANNISUIMIInNTgUnIaininssezlnald (Remote Control)

6.5  Auautivasszuuuimsdanisnsufinnediaiou
sowiIfuTnsTansmeuwedialiou (Virtual Machine) Tilassnst Minedwedosdle
mmummmsvuulumiusmmﬂmsﬂaummmauau‘luﬂumauawan (PDC) uazrudtoyadise
wazAUIEUY (DRDC) ‘Iﬂﬂmmmmﬁmmmu

1

2)

6)

7

8)

9)

Aunsarua/dansreufmeiailou (Vitual Machine) ynwies sinedsaitne
Tu Management Zone

esfumsuimsiansreuiunesiiion e1i maain udly dwn vieauldnaenay
F995UANTRARIY (Monitor) nMsviau Taesausiaadesneufiawmesulgoese
(Physu:al Server) waslaTeanouR Ao aiou (Virtual Machine) wiouudafioutigm
fisdunardaviiusseuld
3.1miaquaa'ms‘u’[.urmEJwamamauﬁama%mﬁauﬁﬁamﬁa (V2V) uawASasusiane
Wil (P2V) mmsw‘u‘hf:u TﬂalmmLﬂumaqmmmwawﬁm‘a‘swaummﬂwaﬂma
safumsiiuvdeansunumieyssinaranans uagmhamu iuasuR e
wlould lnsluduludadanwasiawnioslml (Hot Add)
drursaiiuiveendudssuuyjURnas Microsoft Windows 2012 Server,
Microsoft Windows 2016 Server Uay Linux Istusenatos
mmimﬂﬂmu,a'vlmwu'l,ﬂnum}nmmwsmmmwaua (Storage) #uu Local w3a
WUU Shared mﬂiumw SAN, NAS %38 iSCSI
auuau‘umﬂwﬂauw:}Lma'iLsmaummmmuua“wauaﬂnimmanama (Storage)
drunanala Ima‘twmammumam'immumamanmmasmuauau

5895UN1988 (Live Migrate) ﬂauwamaﬂauaumﬂLﬂimﬂammLma'mmwma
Lﬂiawua‘l,ﬂmanLmamuwaa'lmvuummnu Tnelaisaslaniowmeniinmediaiion
fidanisée _
annsoéeasuinnesiaiouiniadotranime st evdanie iUy
"Snm%awﬁqﬁaqiuizuutﬁmﬁ’ulﬁﬁﬂaé’m‘luﬁ@ Tunsdilinfosranfiunesitdnevis
Lﬂ%q‘lmLﬂ%"mwﬁqﬁ{]tgm"l,s,jmuﬁﬂ’[ﬂ?’mulé' (Fail Over)

10) sesfunisdiuaiosneuiinmadiailoy (Virtual Machine Replication) NNAUY

"?Jﬂllﬁﬂﬁﬂzﬂ HéﬂUUﬂ@Mﬂﬁﬂiﬂumﬂﬁq iENQﬂEQu

6.6 ﬂmﬁwmm‘usmi DDoS Protection .
U3n15 DDos Protection Lﬂﬁu‘%miﬁcﬂﬁu‘%msm‘;ﬁauﬁimnﬂ Internet (ISP) d@vi 1
mew'ﬁms mLﬂwmwanlumsﬁamumﬂﬂnmL;‘UU DDoS (Distributed Denial-of-Service
Attacks) mmmﬂuummu

1)

ﬁ'}ll'ﬁﬂﬂ@]ﬂi@\??]aijﬁﬁl'\ﬂ%'&IﬁﬂﬂﬁJ\?L“ﬂ']ﬁi“U‘ULﬂi@’UWU‘UE]QN‘SU‘U‘JﬂTi Tasg1unsn
Drop “U@i,lﬁ‘VIJJTlJLLUUﬂ'ﬁIQM?ILLUU DDoS thNL‘lf’kﬁLﬂiﬂ‘U’l%J‘U@ﬂNiUUiﬂﬁ
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@ o f wey an o
YaulmTesulasIIsamsyuUneuiuidiansfnuuuuiivia
nasuRulviBunen1s@nw (8nens TOR)

2)

&'ﬂ%mﬂ'ﬁf\)“mmmvuumiamamaﬁu Traffic lﬂmuﬁﬂluuwmﬁ 10 1w
soeInsieastuAedeBumediin %waﬂuaﬂauawaﬂua“ﬂumauamiad
wazfAusEUUTIN

anunsndesfunislanduuy DDoS lnateguuuy ofitdu n1sld ICMP, UDP
Protocol, N5ty SYN/ACK, Mk DNS amplificaticn, ALY Layer 7 attack Wusu
a’lu’ﬁaﬂmﬁ’m’lﬂﬁmﬁ‘ﬁ%‘mixﬁu 1.3-L4 (Volumetric) waw L7 (Application-level DoS)
annsatiesiumstauiithu SSLATLS & ‘

@156y IP Blocking Wag Automatic Protection

6.7 ﬂmﬁmﬁﬁ%m Web Service Gateway ¥i3a AP| gateway %58 XML Firewal

=" L4 e‘d’ ;&] 5 1 .
Web Service Gateway 198 APl gateway Wueordwainitousaszuing Application
Programming Interface (API - sinaglugiuuuass Web Service) fuldsunsudszgnanng 9 Towdl

ATGHIELNE
1)

2)

W Software 3@ Virtual Appliance w38 Appliance A odaduulad oty
(lu Application Zone uaglu Presentation Zone)

sosfumsdnnsedludnuamues Laver 7 Frewall Seaansaiang msayam (Alow Rule)
wia ngastilenan (Drop Rule) 18 Tnglddwiudasufunilusunsu Invednilos
fossesiunsarivdeudeeluil

- avnaeumeiledodidnvreiind

- ATRasuNI IR

- M979@RU Message Schema

- #5799 Address vaq Application lidunld .

- yhmserRasusmuvesisentdan APl de WS-security wia Basic Authentication s
fmnuanansalunisvin Content-based Route
fanuannsolumsnesauadinisld APl ey senstd APL sreaumuild,
srwemdtumsidng Wudu

sa93u API #ild5Unuy JSON, SOAP, XML, REST

seedumsidnsda HTTPS, SSL/T LS wazasandoaiuulawentsidsiauelasants

6.8 qmauumaa'svwmsawammau (SMS)
seuUMIastenImay 1Ju %awmn‘mﬂawammau (SMS) N'lumsamsimﬂww“lima
Trotdulusungunsyvinaudmsudedoaiy SMS Nulvsiwiians mmwasmaﬂmu

1)

2)
3)

annsadedarnulldiameiing uaznmndangy Inedsnwsnnlngld 70 dadnws
Mo 1 Yoru viafmdnwimwsangy 160 dshwisie 1 demnaunlusdwies
anansarmundadds (Sender Name) fifirmenlddindn 10 fdhws
ausnasferaninnasmu Wfuteruiegluaietis AlS, True uas Dtac
\uegnaies
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TaulrasulasIMIamszuunssuduliitiensfnwuuuiava
nosuiiulviBuiionsfine (lenans TOR)

6.9

6.10

4)

5)
6)
7)
8)
9)

v e o ;e [T | P
Jlivinsezdasdedonanuaenain SMS Gateway Wuil wieatelusssziianii
NBIVUMIALA
annsoTeeaaumsaldsdonutludeFusield

oo [ 'a’ 4:! | 2 =2 as = o
Jiiuimsazsadhidedomuan nsdifinsdedomnufafuusmaaisnaduds
gWuimsindudnisiamsdoniiiddeiulanemeduSoudaminiy

o e o g g ar 2 b2 Q ] v
ansomMuruaUyIRdldszuy (Usen) Tumsidnldan uasdsnnumsds (Quota) 14
aansniutioya Log Indnisasderniu, doyasermnanisdeionuld

10) i APl dwmsuideusioan Application Bu 9

ArENURYa VPN Server

VPN Server uJuswwmaammamamumLauau (Virtual Private Network - VPN)
'I.mmc’ﬂfumauaﬂ wmmauummu

1

2)
3)
4)

Whusewsidifesfnfauiaiousdne vl 1y Appliance ¥as 18U Virtual
Appliance Ald

78993V IPSec uag SSL

= | « a a £ = w p oo 1z . .
Wansedldhy “ssuunsuividvibussnaloudlfoussuu” Aeneld G Sinde Sien On)
seuMBIenansalouemdn e

Qmamﬂ'ﬁwmsvuuu'%msé’mn'rim'sfci’ﬁmﬂz’faga
swuuuimsdamansdsesteyadwiulasennsil ssdosdanaigd

1)
2)

3)

5)
6)
7)
8)

9)

Wu Software fifimmsluirdosusitnglu Data Zone uie 1 Appliance s
ufmvwfaﬂmimimaama“msnﬂmauauws’mﬁuﬂ (Centralized Management)
Tnesosannsofings Agent vusandLITssuuU R mimwmm’lﬂuﬂuwammm
Tasansii

asauInsianissrvudisesdeyavindiunansld (Centralize management)
tuvNg Console GUI w3e Web GUI
iaﬁumsmiamavnﬂumauamamuumammimq 7 fifndsly Data Zone
vaalAsInTgil tugduuy Online Backup el Application vhawldeeaaiias
mwumu‘f,amaﬂ'}ia"wmmama‘lmml,w Full, Incremental, Differential 16
mwumﬂwmamiﬁﬁawaummumL’Ja'l (Schedule) MIpuuuivumALe (Manual)
sosdsnadoyassuuiily virtual Machine Ml#lulasanisills
HawhmsjAuteyaves Guest 05 Tussuu Virtual mﬂn'ﬁmim{f’auaLﬁaaﬂ%@m
wagnsadenniAuls 2 dnwe Tdun miﬂﬂumﬂauammua“ﬂmaanu:uu
File Level Lwal:d'umsﬂiummmwmﬂ'i'luﬂ'ﬁfcﬁiawaua
W'EN‘VI’]ﬂ"t‘iﬁ'ﬁawauﬁLLUUﬁﬂﬂ’}"IﬂJBEJ’Wﬁ@u (Deduplication) "I,rﬂml,w%muma (Source
Deduplication) naumuawaz&amum@‘uw

LYl L4 L { o d: 14 0 o 1Y @
10) mluayunsisiadoyaindrsesnainedesiums Tagldnadsiariaenndoaiu

ylevemsnsvaveslasens

11) ansnsaudanavadns Backup w3a event 14 9 Euvg e-Mail 1
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Pesied

geuirnraslasimsiamssuunsuRulRdSuiionsineuuuiiva
naanuiubigBuien1sdinw (1l8na1s TOR)

6.11

12) aunsavianis Replicate Backup Image LvaaAILg ey (Deduplication) 70
ausnoufnmoindnludiguineufinmaidisesld lny Backup Server maaqﬂua
ufémmﬂuaaiymnnwsaaaﬂuavimuunu viudslunsdlfl Backup Server vmusﬂ,ﬂ
quwumﬂmm Backup Server fiangudfifannhausasannsadtoyald

13) gasoRniiunis Backup Weadarwusauleuisnisdrsestoys (Backup Policy)
YINEINUY

AENURYDIT¥UU Syslog Server

I3UY Syslog Server Lﬂu‘isuuﬁwﬁwﬁuagﬁﬂLﬁU‘!’J’@Qa‘ﬁlLf}u system logging By

= = L3 3 ] t X L =i sy ot ¥
WslaAea syslog AidsepnananAsuiuwesiazgunsalsing 4 Tnsaghasudodiananiinail

6.12

1) aunsadeivdeyasingunseldiumale sdwioy 200 yawianiu

2) iaQ%’quﬂifﬁﬁumaﬁmudﬂmamié ity Switch, Router, Firewall, A3 adusiaing
Wudu

3) Lﬁuixuuﬁﬁmaﬂ&umﬂémLLai‘thEJ (lu Management Zone) wiatdu Appliance fils

4) mansodsifiuteyasiemnuSabivdesndt 20,000 wsmInireTui (Events per seconds)

5) wienuitielulasanist sededandiaiinsods Event Log wedssuuudy Syslog
Server fﬁﬁ Imaﬁ
- ﬁaﬁméﬁayja Event Log Tuls ‘l?lgmuu System Event Log, Security Event Log,

ey Application Event Log
- Bedlfannsadadstoya Event Log senlulineluszesiarlaiiu 15 wil
viaAn Event th 9

6 Fnnslildinanan NTP Wldiraimndeuanannnsgu

7 annsadaiudeyaadulumbedaivieya (lu Management Zone) la

8) WhauswAusEUU SIEM TRagnafivssiniaw

9) finalnlumstasfunisau/ufledoyalnefiveu Tnetalesdeimivioyaiuy
W3 mnuuleunensdnsavestasins

10) Andalideansfiuguasaifiunialuy Secured Protocol (Maenadaetuulouis
nsihsavndlasens) Wi

11) amnsaavieyaisasindeindaiudeyalmi wwudalul@ld (Log Rotation -
i iudesald 90 Suwindu)

12) emnsodmiiu Log File Imumssswddiidnensnssianudiadntuouimes
Afnadsduls

13) ﬁ'ﬁmﬁwé&nﬁamﬁmwaﬁm%’umﬂ%’muiu‘lmam‘sﬁ

ﬂmﬂu‘um“vmiuuu Packet Analyzer
33Uy Packet Analyzer %38 Protocol Analyzer w38 Packet Sniffer Hlunsvaiiv

‘tfﬂﬁJﬁﬁ]"lﬂi“UULﬂ‘ii’J“U’]EJ (mmuuuuﬂumammwa b’l']llWiu'i"l”li“t}ﬁJEUﬁI'é'lﬂ']EJﬂ'!'iﬂ‘iuV]’]ﬂ’J’mNﬂ
E,ﬂEl’.}ﬂ‘UﬂﬂllW’JLGl@'i) Iﬂﬂﬂﬂﬁﬂuﬂﬂﬁ@ﬁﬂﬂﬂiﬁﬁﬂﬁﬂdu
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e

rouwpresulaTIMIiansruunsuRlRiEiamsAnvuuuAiva
a g we oo =
nasyuiuligduitentsfiny (wnans TOR)

1
2}
3)
4)
5)

6)

AWIONTIITU u,avfmmwauammmwmmamsaaaﬁ o Qfide sl

annsaviulalitdesnda 3 9elunanieady

Wusruuiifesindruuaionds (u Management Zone) nisawlu Appliance Alé

sesiuldslareararsuuu i TPCAP, Ethernet, HTTP, HTTPS usiu

ﬁmmmmmluminiaﬂé’wmagﬂuw 2L N389R2Y 1P Address, nsaday

Tslamea (Hudy

fanAvSuRsmed miumsSaiusnlua 3 gemauiiy uasdmsudléBnetaias 5

Al

annsadafiudeyaiiiunisnseuda asllumbedefiudoya (i Management

Zone) lgi

- mammmmmﬁalumﬁamlmmﬁummwmnuiﬂa‘tmmmu Payload (nsa3taya
i Payload mlU) nIodnadns (output) BaanITIALAULTEULYNN netflow
%30 sflow

- desemnsadaifivdayaidun q wuudalulfi wu dadiuduuita uiuas 30 Wil

~ vsamuhananiissuuimuslaesalusi vie dafiudayalneannsosyung

Joya (File size) ol sy

- maqmmmﬂmﬂﬂmmmu Peap w3 Pkt e

- mﬂmlmmmmawauameLtaummawmﬁmmwauaim wuudnlud@la
(Log Rotation - aniiutu tiudayaly 90 Suiinid)

6.13  faanlfveszuu SIEM
I¥UU SIEM (Security Information and Event Management) tWuszsuunazuinisidiu
NNITIITBUY Security Information Management (SIM) wagssuu Security Event Management (SEM)
%QWWI%LﬂﬂﬂW?’JLﬂ‘ﬂ MLLﬁuLmI’]UﬂEJﬂ’]UF]’J']ﬁJUaE]ﬂﬂUﬁqiﬁULVIﬂiLU‘U Real time IﬂUﬁJﬂUﬂ@‘\]'}ﬂ‘U@ﬂﬁ
Log ‘ﬁ‘Lﬂmﬂﬂaummamau@ﬂmmm& ‘ Imammanummu

1)

2)
3)

4)

6)

7)

Wussuuiidasdianuuaisaaie (i Management Zone) 9uiliuseuuiisadiuien
waeldszuumnnnin 1 guld

o 1 o Yoo a a

ULV Syslog Server taueldageiiusedniamw
speTuleyavInunasiiiinnatsLuy AuATeyluiumeYesssuL Syslos Server
lganunsanunuarinTeiileWldteauiinenadasiuaaunisal

-auTmAuTEUU Packet Analyzer Ifagaiiuszdnsam

mmsﬂﬁmiwﬁ%uammaWﬁLn%ﬁiwnﬁﬁé’mﬁ'\sﬁu‘lu‘lmamsﬁImm’faaﬁvu
LLu'mNaaﬂu,uus,t,auwmuwawmn3Usuanﬂm&;aawﬂma Lwaimmﬂsviwumn
szuu SIEM lldaehadiulszandamdne

@M TIEBUAINUTII (Common Attributes) annuvasiniilnsing 4 udadenlo
s nsalidnseiu

i1 Dash board ﬁaﬁugﬂ%aﬁﬂ%au%’aga’[ﬁasﬂugﬂmaqm’}w uwils Litelinsaaaey
sUuvurenmamsailaiediy
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W PGS - = sa W
yauwnrasulasimsdamsyuuneaulduliduensfnwnuunaia
newuulvifEuNentsAnw (enas TOR)

9

fszuunisiiauds mimaaqma Dash board kagdsliludoaniadl fldssuy Wu
M1 e-Mail WHusu _
~ . ¢ ¢ ¥ o Y -
fiauanansalunisiasizdmgnrsaivisiilusuuiuiiule (@19 Network
oo & sl a H ed &,
Breach #isiniduwmngnisaliiin o viandu ) uazingnisaiidu Long Term Breach
szi«ama\ﬂmmi';m‘s']vwmauaﬂiv'mimwmmqma

10) Ni“UUﬂ?iﬂuﬁ’lWNU‘i“ﬁVIﬁﬂ’]W Tud ﬂiﬁm‘”‘ﬂaﬂﬂ’liﬂi“’"ﬂ']EJP]U‘W!%’E]MEW]LHEJ'J‘UE)\‘]

IV ] Wnan e

11) sigvismsldnudmivdldeddey 5 au

6.14 F’]CL!‘E{SJ'Uﬂ"f]ﬁ\‘i'i“’UU‘U’JEl'U‘iW’IiQﬂﬂ"liﬁ‘uﬂ‘llauaﬁﬂiﬂ\‘lLLa”ﬂﬂUiuUU
i“UU‘U’JEﬁU‘iMWiﬁJ(ﬂﬂ’ﬁﬂUH‘U'é}liﬁﬁ'l‘i@ﬁl,h’ﬁ“ﬂﬂuiuUU‘U'ﬂ\ﬂﬂ‘Nﬂ'ﬁI‘lﬁLWﬂﬂ’}‘iﬁ’mﬂuﬂ’li
Iaumaﬂuwamwaml,a ﬂumamaanmuwﬂﬂﬁumﬂ ARATUHANAR Imammaqmmauumau

1)

5}

mﬂ'a'mmmm‘l,umﬂaumﬂlﬂ (Failover) wazlaugenau (Failback) ¥easyuUY
U313 IT Tusedu Virtual Machine $1usswinsquédayandnuasauddoyadises
wazdAussuu o

mmmmumm'ﬂaumUamiuum vospUwAlATuranwSveslasenisil uasiile
Touthuadaauud a'xmmmmﬂmﬂmmﬂwmmwumwm’&ummumm
mmmmw,av'a]mmsLqunsvuulé’ﬂﬂamiqawmvw‘usmimunma

A NSEYMI AN AAD UL Disaster Recovery ilneftlinssmutussuumdndy 4
LLa::ﬂ'm*ﬁa@waawsmmmimmﬁaumiqﬂu Virtual Machines g1
awsormusdwiulunsynaeufinme fatiould

6.15 Qmamﬂ’ﬁ%eivuumuqmﬁaﬁuaﬁu (Source Code Control System)
syuumuaunsTafiusiaiuay dmivnuiuiinsingens wasfemunmsinuszu
SnfiunaziamumaAsumaseailudayaiinendesiumsian wendiag Tneiinnuauifistil

L‘dusguummnmayjaummamumaiu Data Zone
Andalrsessunvhnureruideyavdnuasquideyadisesuavfiuszuy
Wwadwad Git (https./git-scr.com/) videiian lunisrauaumsdaiiu
Aamaszuuiidnieliaunsaldnuldluiuy Web Based Application
Andauazdanislisaiusiaduatunasufusing 9 Aldlunsiamnlusunsuves
Trsennst Taweeetioedasusenauluig

- TWaduatuvesiusunTy

- SQL schema, stored procedure (Lawwmﬂﬂuiﬂiamiﬁ)

_ HTML, Java script, JSP, PHP (tweitidhulasenisil)

_ Lenansn1seenuuussuy dtwmunliindenunanuvedasinst erfiu
ER-Diagram, Use case diagram, Activity diagram, Screen design, Report
.design Lﬂuﬁu

- BAENTATINARDUSTUY
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LG
ep et

b =, =) :1 aa o
vouAveslATIMIamszuuneuiuliS s Anwuuuaavi
a ey A <3
nesuiulvifduiensfine (lenans TOR)

Housmsussningia %maqaammum“mumi (workflow) AseuRusHaRuaty
‘UE]\‘lIﬂiﬂﬂ’ﬁu LLavaﬁmum‘smUﬂmu@m (Work Product) muauuamamamaﬂuauﬂﬂm
AUANNISIIDeTUUTRBRY sv‘uurm‘u'smsawsLtavwvmm’ﬂmmmuw
nsuulqaenars Wsunsula 4 lulassnnsid mn"LaJ'LﬂU'ﬁuﬂqmﬁﬂusvuuﬁ
Wittedlallddavih/usuusaenarsiu

Arusn1sUsenIngia ssdesdaviaiowsdtngdwivseui Hun1stans) uay
thosvuuiazdoyaidrgszuumeluguideyandn a Sudwsuszuvnanineduay
\nSeteguddayandn

6.16 qmﬂuﬂ’ﬁmaaiwuumummsﬁ’mﬁuszumm {Library Control System)
‘Sa‘ﬁUUﬂ‘JUﬂﬂJﬂ’liﬁ]ﬂLﬂUiuUUﬁu LUU’iu‘U‘Uf\]ﬂLﬂULLa”ﬁlﬂG}’lMﬂ'}‘iLUaEl“z.lLL‘Uas‘}‘UaQLLﬂﬁJ‘UE}J}a
mﬂawaqmJmsmmivwmummums‘l‘muﬁ]iq (Production) Tmﬂuﬂmauummu

1)
2)
3)
4)
5)

6)

7
8)

L‘Uu%U‘ummmUﬁuamaummamuma’lu Data Zone
mﬂm‘miamm'immm;aamﬂuafa;amvraﬂu,avﬂuaﬁaauamimua“ﬂﬂmvw
Wevsuas Git (https://git-scr.com/) wiefiangn IUH'ﬁﬂ’B‘Uﬂﬁm’lifdﬂm‘U
mmﬁa‘swumwuLmuLwa’l,wa'}msn’lfmulﬁiumu Web Based Application
findauazdanishisaiustaduatuasutlasig 9 aglasUszneulléng

W& Configuration lAlunsinga
- saduaturealusunsy
- SQL schema, stored procedure (Lawwﬁlﬂu‘lmam‘sﬁ)
- HTML, Java script, JSP, PHP (lavneilldlulasensi)
- ENANIARGS LAYNSVINABUSEUY
Hugn13UsEnIng1A1 8Aaa08nLUY Deployment Process dwluauaunisin
seuuldauase (Production) .
m‘UﬂaJmimei“‘uuimEjmu‘swuumiu?miﬁw‘éuaUWLﬁausﬂ‘quiuuu
mjuvmsi}iummwmmma&mswamuaumuwau 9 wnawumwuﬂmamnw
Tussuuildne

6.17  qaandfvasszuviuBedesvanisliuinnsfuansaume
UUMUAINIINEENseaumA Wussuugedduasiliunisaauaunistiuinisdou
asaumaiielinemy muauemnmeenslEMsi A Taume Tneilnnauifcal

1)
2)

3)
4)
5)
6)
7

fissuuatauesuimstnsivdmiunsiiusnisasaune

F09SUUIMIEELUY ety unsdureuRwetuasaTetis vimsdwnisle
FOWALIS USNSAuALUaenSoasauy
sﬂﬁﬁqma’iuLLasmauanawmsa%’awau?n'ﬁmu{ﬂsLmi&ﬂ,@f

il Dash board dwSunsrvasuanugliusng
JUIWsEIsIRT AR VAU ATAUANns U NSl
aJIU‘sLmsmﬁlwimsaﬂmsﬂmqmaauu,ammmuamumm’“{wusmﬂﬂ
flifasnsadownd vieRunisatunistiusnsld
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ﬂ’EN‘Vl‘lJL\‘mEL‘VIﬂ gl L‘W?Jﬂ']iﬂ AW (LBnas TOR)

8) A1SAAIVUA SLA 299015 UINITWAaEUTELAN LagRIITEDUENIULUDINTT
TusnsiwSeuidouiiu SLA 19

9) flszuunistuiinarfesniedami wazuuimisnsandunisniendladyn
wazansaduduiaduosdanuilunsusleligmetely

10) fszuunnilou nevitumes gunsal gewdns MAsteeiunsliuins

11) favAviiisawed miufuitRsulumsiuFesdowe (Jasin) udiuamlaidingy
100 Ay wazgvauInIsTiATILIY

12) ﬁﬂc??mazm%'au%auaLﬁ'a"lﬁw%’au%’w%mﬂﬁw%’auﬁ’uﬂﬂiﬁﬂnavﬂuéﬁaaa

7 ﬂaqumasanmﬂmamﬂnﬁmwauma

N‘ﬂ‘u ﬂ’]'ﬁﬂi‘”ﬂ'lﬂi'lﬁ?ﬁladﬂﬂﬁ?Lﬂi‘ﬂQﬂ@lﬁW’Mﬁﬂﬁﬁﬂ‘ﬂ’}EJW?GEJ@Uﬂ'iﬂJL“HB&W}E]Lﬂi't)‘lﬂ%}

’Lﬁwmaﬂmﬂumuamum%maﬂawumwm Welddmuniswamn msvadoussuu Tneduue

NN5UTENINS1A %U@aﬁwmw’tumiﬂsuﬂidmiamaumLﬂaﬁaﬂmﬂaiwwuauaLLavmmvau
fon13ldau niemtasaniuae Aadsgenauasisniuness Uumumaaﬂﬂmfyﬂﬂﬂnﬁu
Tﬂammauumluua&m'nmu
7.1 ﬂmanwmumwuﬂaqummanmawsauaﬂnsmwama amquaamu
711 wiosnsuiawaddimiusulseana 31mau 10 109 mqmawmammaﬂmu

Hualoenaufinnesuuy All-in-One FaviafinTesuazaaniwdudiu
e wioua e fansaufusuaels

wiheUsznananans (CPU) wiln 4 wnu wiedndy vhauiimnufuesdyn o
winilalsnnm 3.0 GHz wasnthaaudwilauay laidesnin 6 MB
AL (Memory) auneruglitieanin 8 GB ey
wiinliisingt 2,133 MHz

‘WL%’JEJLﬂU‘ﬂﬂﬁJﬁ?JU’]ﬂﬂ'J’]ﬁJ’iﬂijuaEJﬂ'ﬂ 178

flosiamosuasieusi DvD e wias wilsfiassmeluswou 1 90
indgauaunTuansna (Video Controtler) fanngowudniigainudn
sy nsuanssatumheanusmanld vieRnin

senwaTin LED vaanni aunalitiosnin 2.5 7 sesfurruasiBenuasnm
7l 1366x768 Pixel 8RNI

fidrtwauuy Stereo ﬁﬂmxaaagma‘{u

fdudenreszuuaietne WiFi Aiansnreluedes uazafuayunisyinau
®UU 802.11ac UIBANIN

faduieurafuszunaTaY1y WU Gigabit Ethernet laifaandn 1 g4

il USB Port Imaa&jﬁm%’wm%ﬂﬁﬁaaﬂd'\ 1 Port wassunduadadlides
11 4 Port

il Port 1ausie Microphone-in wag Headphone otieay 1 Port 1usdns
Weeniailiuwuy Combo port

wnd wuu Optical Mouse %ila USB wuuilane wiouuwsusos
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veulmBInulasImsimnsruunesuiuliidudemsAnwuuuaava
nasyuiulrgduienisfinu Genans TOR)

~ . ] cl =
712 aoufiameduiifin (Android) S1uau 5 1n3ee Tnuanvined
C

Aguasayiin USB wuuilas ﬁﬁé’mﬁmwﬁlmauazmmé’mqwﬁmﬁ fnaguuy
aEeTALIY

shusasmonfinmes wnd uarfduesmegnelsiadomunemsdiedu
annsaldldiussuvlnfiwewszimelne .

finds Software Driver maam?amauﬁ'sma%ﬁmuaiﬁ’ﬁ’unamu VIGERE
Tiwfeuldouldodaiussansam
Wifunisusesnasgiuduanuasadeanaatuiildunisseusuan
UNNYIR UL w3e CSA #3a CE w3e IEC

&
L

imheUszinananans (CPU) ldffasndn 2 wnumdn (2 core) finaamuis
dyonniin #ugrulitesndy 1.5 GHz

fmhearudmdn (RAM) Advwaliddesndn 2 GB
Imnheanudmnalitioendy 32 GB

fimivedudaEwuy TFT viSe IPS %38 PLS w3s SUPER AMOLED
floweviieslitesndh 9.7 1 waslienuasentitesnii 2,008x1,536 Pixel
annsaldeny Wi-Fi (802.11b/g/n), Bluetooth way GPS lédusthaion
figunsalidensiessuu 36 videinh uvvisdmeludiedes (builtin)
findowhuniharasdenliisonii 1.2 Megapixel

= 3/

UnaownumasemasBenliiiasnin 8 Megapixel

[
o oas

fnda SIM dmsuldans nsdwi, SMS uag 36/4G

- . o = wioy of £F
713 peuiaimesuiivian (iPad) 1wy 5 1ndes SnnandAsel

Twewduasseuuufiinig i0S nefiu 10 wielminiy
fioete SIM dwiuldainsdwd, SMS uas 36/4G

7.14  gunsal Smart phone d1uau 5 1eq Hamuaudfns]

wiheussianaliiiosndt mnudy 2.45 GHz , wisaush 64 GB
(ANATDY) , RAM 4 GB 2w 5.5 97 viesinin
fidunmdwmnendenguduinmsssradumems

24
= @

AndswenuaiszuuUfifintg Android Lasudig

¥
= e

fnsa SIM dwmsuldam Tnsdwd, SMS uas 3G6/4G

0O A &l ol =1
7.1.5  gunsal Smart phone $1uau 5 1n¥ea dguaudiceil

wihstsziana lldnTn AL0 Fusion JTusiaiwedsau M10,
WhieAus 64 GB (Faiaded) v 5.5 10 viein
fidunudwihenSenguiuinmsogratumans
TiwewdufszuuUfjiing i0S esdu 10 wialmindy

Ande SIM dwiulden AW, SMS uay 3G/4G

' s ) o o o .
7.2 dliweiidestumsmasuuaddaudumuiviaveuresmuznsussmaen
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it

newuiubigButisntsdnw (lenas TOR)

8

ad A 1 [ v 3 () 4 -] E
73 nisiwdaddanansaldauld meduuznisuszmasan desdauuaiaslninianses
woumilunudnuaziiuniein mmeluiwinedaly

] U ol

Fomuuan1enun1siusaunnsgIu
fauznisusenansial deausmivinlduinisguideya (Data Center) Baorveziliues

fruznsUseninsian wieliuintssedu wazfliusnisquideyaasipdiquand edlesdsil

9

(1) ﬁ@ﬂlﬁﬂ’l‘i%’uwamm‘ig’m Information Security Management System n30 ISO/IEC
27001 vi3e du 1 Miedos saeneguesdygrnslduins
(2) Fowmansdngrududuninuaonndaiwss Uptime Institute Tier Standard agaas
Tuszulidingn tier 3 (Self Assessment)
FormumAgafurenduag
9.1 Forvumigafuniadisid nasuinisang uarlufusesiidanseling T duluany
YO IAUG
(1) vide “ulvunenisdngia”
(2) e “szuumuimsAnsuasngiDougdldausyuy”
(3) ¥ate “sruuuimsiansiususasdidnnsedind”
Migeaiuumuulousmasasvasaumaraanasy
92  darmuaiietuneundindureniduas
Q’ﬁ'@umﬂsﬁaqﬁﬂﬁuaﬂwaLﬂ‘i‘j'uﬁﬂmwaaﬂﬁsiﬂUﬁﬂﬁaﬁmmauﬁ'ﬁﬁfdﬂf‘;
1) Fesdimstestumsidrgseuulalilafueyann (Unauthorized Access)
(2) n °]ImaamaqLLaUWﬁ;ﬂ‘i‘i’u%ﬁaﬂﬁ%’Umsﬁaaﬁ’uLﬁaﬁﬁﬁmlﬁﬁw%mﬁ%ﬁﬁﬂu@a
waniulfaneyapraiiiansidfess q '
3) #eaiinistestunisdmdrguinlagliiunisdududinu (Page Access without
Authentication)
@ Fosiinstastunmssnudnlas sqL uas maviedlulasaned (SOL injection and
Directory Traversat)
(5) asilinstesfunasnily (Eavesdropping)
(6) Foyafivesnsuntadlifumnuduiasfesduhuiuluansewiaueundindila
ardpldsunmsihsviaamudeivmun 2.2 ulsuiensnsva
(7) Fasdinstestunislauflagruyaaanals (Man-in-the-Middle Attack)
(8) Q’ﬁ’muwsﬁau%m{a Uszanu fuszuuuinasdanisluiusesdiannselind
Autaiun 2.4
(9) desfinmstlesiunsanwiaadu (Session Hi-Jacking)
(10)asiinsUeafunsUasuamnmeiafias (Cross Site Request Forgery)
(1 DdoailnsUasiudadnam3uddnuluseuu (Cross Site Scripting: XSS)
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nasudulifiinienisdnw (anans TOR)

10 dafdwmuagduuuneay

101 senuiszduaeuagunamslivimaquiteyavan uasquidayadises

(1)
(2)

3)
(4)

(5)
(6)
N

IyuaTinainissulsefunsisuinig

31smuﬁsﬁmwmnmﬂwawmns Usmmmﬂmmm%ama UTuaunsldaiadne
wiodu 1 ARerdadludnumey GRG (g mam ’LuLLmawzmnm

IENURARMINGFY (Asset management)

i"nemumin‘sms%mmsmmi (Service Operation process) , $1891UNSHARINT
Wasuulag (Change management ), F1UNTIANITINANITal (Incident
management )

FTULAMINTETZUU (migration )

TNUMIARBUTEUUAUStayadas

FIENUNTRNBUTH

102 swuaglainwsinlasinis

(1)
(2)

(3)

guaslinaintsulseiunsliusms uwuuazay
ﬁamuasﬂmwsmmi‘i‘nmwmni Usmmmﬂﬁummwana AInunsldinietns
3oy 9 A atomuvazay

FHUNMTIANTIIBNTIA (Incident management ) WENANUUSSLANTISBINNS

103 Asidesduiings Log ‘lu*fuum%mmﬂiunaulﬂmaﬁqmal‘du

(D
(2)
(3)
(4)
(5)
(6)
(7

wamsalifentestunstusudnuited s ussuy
wgmsaitAsdasiunsténuminensildsuiy
n'riL‘TJm"l"?j’qm*ﬂ’amw’?’sa‘wiammﬁacﬂ‘r’fmuL%’wa"iuuu (MaTald maSusulusuns)
ﬂ'13aumanamaﬂﬂ‘lﬂmﬂswaemneﬂwmm’mm‘luﬁuw
mmmimwwﬂgumm'iu,asmﬂLLasv'U‘uﬂ‘avmmsmmﬂvsvwwaa RN
mcszmmw.nannumnﬂawtmaauiauwﬂfnuﬂaama
L'zmmsmwmmﬂvmsEJmmuawﬁmmﬂaaﬂnwm;ﬂm’m‘iﬁ} g

b d aF =
11 derfmuauaziFaulunisafuayunistivinig

11.1 Al

(1)

(2)

(3

syuasNR e fladou winefsszuuu3nTas1a Sa¥audiuiusEUUUEINS
1an5Aan98 lnadimsaseasy dhses uduieu naonvunsudlutiynuiels
sruunauiImesialioulinudasnde uarlineliAammdss aandenie
siaszuunanInTINdedeyatussuy
swuu*ﬂauﬁqLma%aaﬁaulﬁmuﬁa’lﬁif’u%ﬂﬁlﬁ (System Down) wune&eszuy
ﬂaummaimuaumﬂuammwan winguauinmsehses lamnsaldusnnsly

YETIF L’Jﬂ’WﬁuU‘UﬂBﬁJW’JLG]aiLﬁﬂJ?}u‘l&Jﬁ’m’ﬁﬂlﬂviﬂ’}i‘lﬂ (Downtime) nuada
svesafissuuneufimesiadouliannsalduinisle (System Down)
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(4) guduiniadrsed (OR center) wuefia nadmisuTzuuneuiumesialiougniiy
ietestuanumAssanumisaiiaunfijuuss (Critical Incident)

(5) wmnsalianRguiss (Critical Incident) vsneiia wgnsalfiAsanseitRsTIed
#39911A13158¥1191NNNSABANTSY 11999998 VS nIARIINTEUUANTAULNA
dntas Wiaansaldanld dualdsruuaoufinseiatouigudusnevdnldoulils
viedrumdenanun saudungnsaiaundfiguuininnsantearmduduly
msloudessuy Weanmndemeusesanssvuiionainiy

11.2 wsulnlumsliuinig

(1) frugnrsdszninsiarssdeslivinsszuunsufiameiuaziniednsauiade
Tuundt 4 4o 1 e 11

(2) fruznsszmasiaiinifnsieaeu dheels wdadiou nasnsunsuiletiym
ileliszuunsufnmediaioudinrunannds uaghinszyiinisle q iendeliiin
AIEY

(3) fwugnisuse snmAEiwinsvdauneITuYewedud dWsuuaseng 4 Widu
ﬂwuuamaua Tnodpafinisnedeumsvhaiungunsgnian iolilvdasanseny
mamsmmu uazveeyiiinisuAsulainuduneuyes Change Management
fFuBnnsivua

(@ fyugnisuszmiasia azdeunieuaunion lunsiessuuneuinmesiaiio

 figugteyavdn weriewmsmsaliiaun@iguuss (Critical incident) vansfie izl

h']

r

RN AeRvRsssuR vieanmInsevihainnisnenisiie Msesea wietam
Ananszuuansaumadadatliamisaldanula
(5) Hrugn1TIEnINTIA avﬁaqﬁwLﬁumimaauﬁuamumszﬁéﬁ’wammﬁﬁ56@%’@3351
wazmsfAusvuu ednsieetag 1 Ay
(6) newu viefuvurBInam AesainsauinsaEounTUR AT aouil gunTaleng 9
mnmmaﬂum{twmmi Tnsnsudsdrmihnounsdinsaasy wawuibiduly
putaimuagouansitutt manssuiiinddeliuiudauazudlaliduluay
Fariwun Tnedrusnisssmanaresipuisiidunsiagviui
11.3 msaduayunsiiuing (Support term)
(1) nmeUSMIEFUTSNSUaEIsRBUHUBS (Customer Support and Service responsively)
frugmaUsznmanaen fesemnsaliuiniavieaduayumsliuinis arndeuuas
LLﬁ”lm{Imm;mm‘uusmsaumﬂmmuwusmwmmuumiﬂiummwm Tnedosdaliiiduliil
fflenug amuannsoetaios 2 rlumsUszaminuiielvidnsnm Susdavgdades uagvinis
whlatlgmsing 4 seil
C wmessuulnsédndt dniunaen 24 dalue wipaiadisyuutufindes
wieuidundngeghelies 20 Tu
- HAUMNesEUY Support Email léyniunasn 24 Falae Tnsagldfuniineu
ndua i meiimdlunadliiiv 30 il tuainnaftlifu ticket support
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@ veuwmvasulassmsiamssuunesuylRitudonsAnvuuuaavia
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(2) ﬂ'lii‘l_l‘l}'iuﬂu%ﬁl“t’)ﬁ’ﬂﬂﬂ’]'ﬂtﬂﬂmﬂ’] (Incident Responsibility)
nsmmvumanmLmaimmauwmammwaﬂmmf]mm HyuznI3UsEnIngIan
ssAnsTussiusseznalunsudiym lagvzaguiliunsnutym , aungvestym wuims
lumisudly wazuansznu avwlussezarbiiusuiidinualy g “n1sdudsedy
m3liuinig” (Servnce Level Agreement)
ﬂimmv‘umauwaLmail,amawﬂuemmimimmﬂﬂﬁym wasKruLNITUTzNIA
3101 Aswindiiteadmansenudensliudnaslaesiy wagonansenunasinssutssiuns
Wu3n73 (Service Level Agreement)
- Wisugnisusznmasen aslduseautigm , annguaalym wazuuang
Tumsudly malnsdndt ude email Tngyiuil WA 5199 UANTHNEINB Y
ns1uMn 9 1 990 wndesudaada
- Wirugnsuszmesa apdifusmsaudgm | dunnueailym wwnmig
lunsudlonazuansenuinds email voanasyunsuaely 24 4alu
thnszuusanfnnesiaioufiquduinsdsesndunnldenlduni

12 msfudssiunisTiuing (Service Level Agreement)

12.1 wmuvmiﬁﬁummmmummwiam’lumﬂwusmssvuummmmaimuaumw%’m&a
wanuasruddayadsadldnude 3

122 mmmmaaa'lums‘lwmms (Sewlce Reliability) mwsum&mauawanLLavﬂuaﬁuauaaﬁaa
- aanindefelumsliusnng e ‘Lfim‘siwwﬂammmmmuaulnmmsn
Tdu3nsle (System Down) Ly 4 afwaiioy
Tunsdlfissuumesiumesiadiouliaunsalduinsld (Systern Down) 17 4 Adq
ABlAaY Warsvasialuns Downtime dadiou liRunaminssudsetu SLA Tode
Tssesnamiisruure R aesateubiaunsa Wusnsle (Downtime) 1w 43 1l
12.3 5::asnmﬁ@uaaulﬁ%a;gawwuuqmma (Recovery Point Objective ~ RPO)
- Huugn1sUszningag dosiuusriudoyagamisussszuuneuiamediailou
(RPOs) iy 0-10 w1 nimmLuum‘sm‘a'ivwﬂauw;Lmast.ﬁuaumnﬂua%’aa,n”a
vanluguddeyadisag wasdniunsdieszuunenianeiiailouainguddoya
é’?ﬁ‘i@ﬂlﬂﬂﬁﬂ‘ﬂauawaﬂ
- ﬂsmiu&fsnmwauaaulﬁsﬁm‘;aumzwmma (Recovery Point Objective) tfiu
N1 10 i Thtednsseginaniiszuureninmefiaiionllannsaliuinsly
(downtime ) \Wu 43 yadt

= o ) 7] . . .
124 szpzhaidissmslissuunduinldann (Recovery Time Objective — RTO)

- HyugnsUsznngien ﬂ1Luum'ﬁenaswuuﬂaqumamuaumnﬂuwamaman"hJ
Auideyadiios Wilaamusundldliifiv (RTOs) 2 Falue
- EUUrNsUIZAIATIN ml,uun'ﬁmmvuuaaummamuaumnﬂuamauamim

LY

Tguddoyavan Tiilanmuzundlaliiiu (RTOs) 2 $alug

&,

e &
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S . E =
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. nadlsseznanidesnisliseuunduinldau (Recovery Time Objective) Lt
2 1l desvezarfiszuvasufnmeiailouldarunsalduinisls
(Downtime) 1y 43 w1
13 deeniuiienisen an dwin Ay
- iAannnAuiianaard sunnIasayRaInsvEegUnsalveInemu Fammssnandesi
druduiuduavdmanszvulasnss Miliugasussnansian Wawnsaliuineldany
Heulu
- mmﬁ’ﬂﬁﬁﬁﬁlﬁ%ﬁmmﬂwﬂﬂﬁ wazlilatinananuiinvesgyusmsdszningin
14 nsdeauuazing
duugnnsuse mﬁmrmmVﬁaqﬁ'}ﬂ'\‘sﬁﬂmaaivuuss}auﬁ'sLmﬂﬁnnﬁmﬂsuﬁ'suaﬁmﬁaa
mmwmwuﬂlﬂuuw 4 Tudnuuswdouagldanu uardusulduinemu mussesmMApLiles
funadeeu Go live tuuwdl 3 derfmusveuirnnumsianTzuL
c’ﬁmvmsﬂizmmmmwéfaqLLé’qﬁ']wuﬁnaw&mﬁaLLé";La%w%auﬁﬁ]s'l,%'mw,t,aseiauamsw
ravueestd Wuvivdesanamu armitlidesnin 7 fuhms
msmmiﬂﬁvmﬂ'ﬁ'lmmmmmum‘sm'ﬂm Areaey ieUsTliumunTeutaram Ao
‘lumsmmumu wHauramudeu (Review) vad (Identify) uagAnwivitarudnlasiannuiams
UDINDIVL mmma'«mmi'aamummm’(ﬁman'ﬁﬂgumqu
muvmiﬂsvmmﬁm FasanuuunisAnfesruunaufinmed saunseuudu 4 ifedes
g uriniieades Falasumnuiiursuainnaauuds nazguugn1suszningian
Fosdard il usiasn T I9EeUMNLgNABAMINZANTBITEUY
15 n1sATI95Y
Luanawulﬂm'mrsm,uwﬂwmmawaauanmwmsmuaaﬂumimuau Go live ’Luwvs 3
mawasEUunugndeaTuiiuLdl nesquazesnudngiunisiuneuliliundsde oy
msUssmasraniwitdidundngulsznaunisvefuuangissuunenfinges awdadiuyeims
Go live MSHAILNSEULNL Y50 aufinasuiiugey
w‘*uu.umsﬂivmm’lmmmmLLﬂamwuﬂnmmﬂmLLmLaﬁﬂmaumvlmmuauﬁauamu‘uu
ﬂauwama%ﬂﬂ WHundsderanesmu arminlitesnd 7 Juvns Lwa’l,wﬂmummmimiwsulm
asageURiTsaTiurey Tnsssdietuinwuiunn vese 1 Weu wionwiinesyuiiuey
16  mssudseiuadsnie
’Lunitﬁﬁmﬂamauanna”né’ww‘%a%’ﬁw%ﬁm%’aﬂﬂ q Milnsavfindvant niedndlng
Meafussuvrauiamesaudyani TmanawuuimﬁﬂwmuﬂaqlﬂmmmJ HYugn1sUsznIngIng
o mmmum'imﬂ'mwalmm'manaW‘ﬁamimﬂi@qmnawsuwﬂu"l,ﬂiﬂam mnmmvmi
Usgnmnsiaiienanssyild wavnesunesiuliavaldadonenayraanisuen W InHaun
nsaiindeaAns viednstnsdingn fuusnsssmanadeaduddiszdndomouasaliang
suterngusstsLLagAMINBAN LKD) vail neauazudslifruznnszninaamey
Wuaednuaisnusludlsldiinnanansramdelddnsiunestenan
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18  ArsAIIMINSENAUSNT

ﬂm‘iﬁﬁwxmiﬂivmmwm hignsalduinswloudlolgmanudimmunlurge 12,
ms¥ussiuntsliusms (Service Level Agreement) 1@l naavuaWNIORNANEASINTEYERAT
Tianansaldudanslasil

181 gasildlunsdwammainuinsg
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X= fwusnsmsildannsalduimeadey um)

A= Auinysremau (U
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\Ayadeandaada uas
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Herdeudniats asndauiasidgiiimmeasuszuy)
uenantuugnstszningia swdesdmiuiununsmagoulazinnIARaUTTUY
Tufugaihedlessuundnieaueadaauysol ilessnissuuhiauiimuduiusiasmsdenlos
Toyaiysannsiaiuse

frugnisussmesanasfosiiiumsmeasuszuy sgnesly 2 du fsteluil

1 Functional Requirements Testing

1.1 Functional Acceptance Testing W39 User Acceptance Test (UAT)

fuuzmavszmemassiesdamisudayauazdifumgmiainimaasy (Test cases &
Test scenarios) fianandesfunauis Use cases (W39 Functional Reguirements) 4
Formunlunisauusunsumuaudeansluunil 3 defmuntauaaunisfau
svvuny dewanniusunsuaudmnundouuds fuuznisussniasaasiesiniimadeu
augniesvesiusunauiandy Tnossuunuiignuaseuiasdosfufion wasimsaeuls
frugldarunny Test cases/Test scenarios ﬁﬁmumﬁa&fwgﬂﬁm

Lfi@ﬁ’l Functional acceptance test Lﬁ%ﬁ]é’uué”a ﬁ:{‘uuzﬂ’]i‘t}i:ﬁﬂ’mi'lmﬁlzéfmﬁ)ﬂﬁ’l
FBUMITAdBUTinTauURgN Test cases/Test Scenarios Tuusaznsdise

1.2 System Integration Testing (SIT)

Feuznmisiiznanian aedesiawieudoyaneaeuuazadumgmsallumsveaeussuy
L"‘ﬁﬂﬂ&lﬂ {Integration test cases & Integration test scenarios) PH19YDBTEWINTTUUIIUNRTY
NEMU UAYIEULUNBUBNNBINY JewauTusunsuateduuda drugmsssmasimazdonihng
maspuATgndsueslsunsuiianntu Malszuvesdesufiinuuasiimsnoulisswiressuy
auiderluras Test Cases/Test Scenarios firnvunlsiegragniiay

dlavh System Integration test wdedundn Hruszn1UszninTasfasiavinisigau
nmaEBUfinsaUARY Test cases/Test scenarios Tunsiaznsd]
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Non-Functional Requirements Testing
21 mMsvegevauTInue (Performance Testing)
frurnsuszningin ssfesihnsveasuduanssaus dail

Yonivius (Requirements) :

» sesfudnudfeifiosnda 50,000 Ar¥eweiud i read waz write 1T database uas
read 970 static contents WUUNENNENUAY) Lazsasiunsideuss 10,000 madousanteniuly

« Inamvii Static Contents TulAY 1 Fundl 990 95% weed¥oeiiiiy static contents Haviua
wazlufirhssslalvaniy 5 Sund

» maaiudsdalianwain (error conditions) TaitAu 1 3unit 910 95% weeAr 2t amus wax
ligidSeslaluaniu 5 Fund

» masmihuansssnuniomhiidesiasetussuugnudeyaussssnanariuusUniiedy
(read database) lsiiiiu 3 3unil 95% vesrniosimvun wazhirZaslalvanau 10 Jud

- wihiidinsdeies waviinmadsznanaludeszuugiudeya uaznounadnsndu (wite
database) Tuitfiu 5 Junit 95% vesFfasiovun waglifidrodlalvaniiy 15 Suni

inoweitldusziiu (Performance Metric) - Response time Wag Scalability

auyAguuazdasnfin (Assumptions and Constraints) : fnaasudedritnissranidnye
Winszargldmamiding 9 lunate 9 sUuuY wasliinisvedeunii Firewall USiao
Perimeter 984 Presentation tier (Ineliidniisiis Network delay)

BN snpdou (Verfication) : Mdnosionnasu load testing Insldindasiiolvy Jmeter,
Mercury ¥38 Loadrunner

¥ o

omuA (Requirements) : awsioalinash Stress testing vasszuulagsiuasszuugutoya

& al - i . o 4 ' o
L aldUszIiu (Performance metric) : TIBUNGANTIUVBsTEUULTTeRgnald Stress
testing uaz Volume testing aAasildnusily Fail-safe nanafedmginsuvessvuumeld
i ’ - | 1 = 0 8 v
NIINARBY Stress testing/Volume testing L'Umwaama\ﬂm"uaa'iwumzm‘lmﬂﬂamauaﬂh
higeanslunmsienzssuuldtienliiunasinismeasy

AuyAgIULALUad1AR (Assumptions and Constraints) : TAn58%7 Stress testing/Volume
testing Aumii firewall Ui Perimeter vawisanulaufe presentation, application was
database

o . R R 4 '

Fmsnedey (Verification) : [dinTeslonnanu load test Tnsldirdasilowy Jmeter, Mercury
« el .

738 Loadrunner Wazin3ailanadsy volume testing
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a7 = 13 ‘d s ot
A YpuirnveslaTImMsIamszuuneeuRuliduiensAnyuuuidva
\WA = 2 e dl‘ =1
neauEuligBuiansAnw (lends TOR)

2.2 Msvedpumaanessul (Vulnerability Assessment/Penetration Testing)
Fourni13Uigniniant azdesdiunisnaaaulanzszuy (Vulnerabilty
Assessment/Penetration Testing) Aiunouataton dueluil
1) funisiwdeunts - fruzamsUssmeman ssfemiietunewmu Wermuavauin
FEnrsuazinasinnsnadeuiivauenanuduialunisageu wiouAuuKuaIY
Tunsvadaoy ﬁqﬁ%’wzmﬁﬂismmwm gzfosdamdputasinauagmagou
Auiendestuiinauian wsfiifoureinsamu esnvhnmsagaunis
Wwsruusthedase TnofnaaoutiuesdesldfumseygiRannanu
2) dunavagey  fruznissemaia sxfesihinisnaaausgiateslussiu
weuwaledy uagluseauniadie
3)  dumEnenus fuusnassmesim wdedmihnenuusziunaieeges
ANMIEWIRADNNAINTNATOUNITLNETEUY
dnadueInnIsNAdaunIsLaNrsruunUI syuuitesiudla Saazviiliszuy
Liflanuvasads wie Aenishiduinasinmeseuivuenmindisalunsnagey uusns
Usemasian axdanhmsgaredniiulussfuueundiedu seuugudeya uasluszduiaiediy
Tugdudaly
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w - vawa A = oy
°uauLﬁumwamﬂmamwmms:ﬁuunamuuu’iwgamwamsﬂnm WuunaINg
a g erpe o =2
nesyuduligfuvenisdnw anans TOR)

o ¥ o v qj - v
YN 6 YaATMUARTIUAT) mf[muammmﬂaam;aga

1 °z'1’aﬁmuﬂﬁ’fmmsﬁfaﬂm%’auaﬁ'mﬁwmwﬁa 9 fieatas

1.1 anuvmsﬂiwmﬂﬂm IzhoesiaUNTsULUIMSIonsidanleg zLavtLamUaﬂwaua
mm‘swjauisjsnmuwmiaummammamumauaﬂ WAZITUUENTAUMABY 9 YDINDINU
ﬂummimmimuaﬁnmwnww (Mahile devices)

1.2 szuvadpsilmuawsolumsudmsdanisiiuduing wasnsrednslumsiinls

1.3 i"“u*umvmammmmmsﬂ’f,umimwuwawﬁ‘iumsmmmmsmq f wnawu’tmmmi
Wigveuinsnnmiieaudy 9

14 szuvesdedianuaunsolumsiaiuussiiveansiiusmsuasveuinstalitounit 90 o)

1.5 Hrurn1sUseningind ag mamm'iﬁm'mmmmumamﬁ;auaﬂmammvmsmauim
LLa“LLﬂﬂL‘lJaEJ‘LHlmJa T,mJﬂﬁmwmummLLav'i‘dwaawanaw’t%mmumamaaﬂ,m
LLauLgamUaawama

1.6 iv‘um“maﬁmsun'ﬁu,anLﬂaawamalﬂmmnwmammﬁm athatfeusiail

1.6.1
1.6.2

1.6.3

1.6.4

uanWAsuseiims Web Services fumng SOAP 1.1/1.2 ag‘uu HTTP/HTTPS
uanuAsuseisnng RESTHL Tnedeyasgluzuiuu XML u3e JSON muaaaa
UU HTTP/HTTPS

LLanLﬂaBummﬁm?m"LWa Text Delimited valvd XMt 3olWdludnuneiu 4
mumq FTP/SFTP wmaummwauamwﬂawum%uﬂ

fu mumnawumwum

1.7 IMQWNﬂuwﬂﬂiﬁS“ﬂ?ﬂiﬂﬂﬂ a%aan’[mﬁmﬂmlummaﬂm}aauwauamma 1.6 &5y
Lw;avmmsmuvm'm'summiwmmmmamauLanmﬂamwuﬂmmaﬂLﬂaawaua'luﬂmﬁ
waniUdeuiu 9 wmauaauaawuaamma’lﬂu

1.7.1

1.7.2
1.7.3

1.7.4

175

SUE]ﬂ’]‘lﬁiuﬂiﬂ‘ixﬁﬁ’ﬂ\w’ﬂgaLLaﬂi‘UﬂEl‘L! Ly XML Schema %30 File Layout
Definition

& = = 3 qy 2 @ . .
ﬂ’mmmB?JawasgamtanL‘lJaEJus[,uLmawwua;ga ludnuouy Data Dictionary
v o aa 2o o i P o R
wamwuﬁmiimamimmulmauuamLtamﬂﬁauumwuawaﬂaga (Reliable
Message Specification)
¥ a aa YY) = = ¢ W .
mamwumﬂﬁmamimuQu’lmaz&ammﬂLﬁaauummﬂaemnEszq (Security
Specification)
ﬁtfamwummmvﬂ'ﬁLLanmaawuamaiuivﬂuwmmn‘iﬂ (Message Exchange Pattern)

1.8 szuuiilonlesuas Lt.amﬂa&m‘uauamanmauﬂmﬁmaanlwa 1.6 3eldunsgiudu q
fuana avmaammsawauiwuaualmamaﬂﬂm iszAnsam i Nizerimionssdays
1umumqm’mmaamiwumummrﬂm m’mnivmumswmuwam‘tﬂ%amwaLua&

1.9 ivU‘U'Vﬂ‘Uﬂ’J‘UﬂﬁJﬂ’l‘SLtamUaEJ‘Ll‘U@ﬁJa nstwuaASuR Msfionama s1eaUseiRng
nanaey warTguagUnuanasy Wussuuivhanduuduseundiadi

- 124 -
Tnenf L5



@ veularaslasIMsiamsyuuneuiulidiuiemsAnviuunava
e = 2 ey ] =
newudulviiuienisdny) (endis TOR)

1.10 frugnisusenminna axdemageunsidoulouaruanivasudoyaiussuuvaamieny
Meusn
1.10.1 wihsnutwang Aimadonlswazuandsudoys duszuulutagiiuves
nesnueguds grurnisuszmaniiaiaziesimuissuunindeulsuas
wanidsudoya fuszuurasmbssudmusty fuszuulnivesnemu
Teransaldenlaads
1102 mhsnutmneidibidnndenlouaziandasutoyn fussudlutgiuves
nawu usilmamsouitasdenlsasuandoudoyald douzmsuszningad
wismagauuazsiunsdenlouasuanidsudeyatumsnutmedy
Auszuulniveanemulvaunsaldaulang
1103 wheruiwmneiddiinadenlsuazuandouioyn Aussuulutegiuves
nosvu wazdsbifrnuniouiesdonlswasuaniddouteya fuugniivsznin
Tvedetaiuayuuazduiunisierlouasianidsudeya fussuulmives
noanulianunsaldauldess wembsenutimnedufionunfoulnglud
Al daneLfauniy
1.11 Wifsugmavsgniagm dszauau uazAnmuniuwisvesnsidieslowuazuaniudey
foyatumirsruiwmnesegradussuunazaminane ielvaunsaduiunisiamn
noaevuasideuloaiuszuuaimamihsnuthmungld aundiasdugataiimnmatamn
FEUUNUTBLATING
112 frugmsUszmana ssfosdsruuilenieasuuasmsTiuinadenloasuaniaou
Foyafumiieaninieusn
1.12.1 fwhsnuduelduiasdilulianunion fuuznislseninsian azdealiszuy
nageuieliuInIvaaeunsitenlosuaswaniasutoya Tnadosdandlviaiiou
NSUINMSUNDWY
1.12.2 fwdsaugrelduinisiinnunien guusnisuszniniiaivesesilssuuaie
iosesfunsliuinsiumbssugueliuinisdy
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