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Fossuuudmadanag IP Address Management DNS/DHCP
“iagAuUaannuYaesEuLlnliY (DNS Security)

1. anudun

nowuduliddandonsfinun Wumbhemuilatumuuasdsaiumsinndensiiftady
wonsAnualiurniFou unﬁnm Tﬁumumﬂ“iuTaumiaumﬂ iirsguuiivimdial Domain Name
System (DNS) uagsLuUR vl oon 1P Address wuudnlual® Dynamic Host Configuration
Protocol (DHCP) ﬂmq’lusauuﬂgummsmmﬁ’um‘lﬁmmwmms*ssuu'imaamwug'mmumﬂTuTaﬂ
dnsdune meaqwmwgﬁmwLm.,ﬂ'svmuawuamﬂauu'ua;damuwuumssmmnuwmm
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System : DNS) tﬂmﬁaummm'snL'umam?am‘]wmunw’[uwmum‘lﬂnmmmﬂwm\.{awmmms
sanvinmiaeaild dafu Arowaluladansauna wﬁm'mwﬁumawmmsvuuusmmmms
IP Address Manageniant DNS/DHCP aautasnfgunsssuulaiig (ONS Security) LA anauny
spuudniildunufamsuinsdnms 1P Address uastiosmistunnnmsrauadowns DNS (NS Security)
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21 LitoYiAuMUTEUY DNS, DHCP 1A Wasiiisyuy IP Address Management tmfl¥aninsa
#399ABY P Address Wag Mac Address 910 Device a14q flidaldussuuiaiodanasvuy
Idfethaiiussavgnn

22 Wedsatunslanfissuuiaietiunaznisuluedeyarumig DNS Protocol

3. auanivesddudoiaue

31 Sandansenaungusng
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4. Rovlauazdefmuarialy
4.1 audnuoizialy

4.1 unsaiuiessuuiiiauemusnemslute 4.2 denduveawt agluanmillfalad
wieslou wasifusuitdeoylumonisndn (Production Line) Uasspaduadmifgailsgninddldo
o lannnou ﬁqu}qﬁm‘lﬁqnﬁﬂmﬂ%’Uﬂiaﬁmw'lnﬂ (Reconditioned w3 Rebuilt) Taudmilade
fuseannidwemdnineiusessemeing Tnowidoniovanguosiostionglilifiu 90 Y udan
Juitoenaufiviufiduienansiauosin

4.1.2 unsaivieseuuiliauemusonislude 4.2 deduidundnsusivesuisnguan
foglussnirmsunsoaduyanavisffyanadduacaenmmdwesma lddinanungvng
vossuviiuisnuosudiusiog

4.1.3 qunsaiufesvuuiliaenmsunislude 4.2 FeelquantAnseniy Catalogue
w3e Brochure vasi{uandliaunuBmmoInarn Tnuflsvuundn uar/misesdussnoundndfilel
Usenou uae/misdauvas il alfiawisnistuaussinlundail Tnoddudaiaussedosssyiu
vosnanfusifiane wiewsos Catalogue wie Brochure fifavdlsigunsoliliausifonedniou

a.14 nadifdutarusifiauenvanduaqainuneemeluenastandstuessnemun
anuaniseiasuludniibulssunigegauinomun

4,15 TavesgUnsoiviessuuiliaus W Software Arfiaduasuudedrgunsolsine

dmfudandoidrfussuuiniedrsvesnsanuy Tnunseyu Wisndsarlddnelag iy
pnfiunngluluiauesim

4.2 ywnisaunnfuarduiniueniiag

i 570n139Un30f d1uau
1 qunsalnfangonuafdndussuuuIMITants IP Address 290
Managemeitt DNS, DHCP, IP Address Management (DDI)
syuu$nwimntasaduii odaatudugnatnunaug samne DNS 1 58Uy
4 (DNS Security)

4.3 audnwusanivvesgunsalwiougeruafdimivazuuuinasdanas IP Address
Management DNS, DHCP, IP Address Management (DDI) Tnegunsnfunasyailqaanwoy
pthetoudestoluil

431 syuufiniausseady Physical/Hardware Appliance flesnuuusndaniuseuu ONS,
DHCP wae 1P Address Management Tatiawng annsofasludifugunsal (Rack-mountable)
i 19 e

432  annsauivisiuugudnas (Centralized Management) 1a

433 ildendouneduiaionie (Network Interface) Wy 10/100/1000 Base-T Ethernet
Jruanllviosnin 2 dos

434  oud ouredmiuuimsdans (Dedicated Management Interface)wuu 10/100/1000
Base-T Ethernet Sauaulaitiosnin 1 49
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435 f9aadounodIMTunIsIIuLUY High Availability (HA) wuu 10/100/1000
Base-T Ethernet Sauaulaltioenia 1 Ued

43,6 1l Storage Uuy SSD wualitiounin 1TB

4.3.7 i Power Supply 8t13¥e 2 4n

438 gunaniiinauededidfusnsgiuannutaeady FCC, CE TUV, CB, VCC, KCC, NOM,
BIS, RoHS way WEEE \Uuataeiey

439 aunsalvuins DNS, DHCP, FTP, TFTP, NTP Wag HTTP File Distribution Willuetaiee

4310 a111505093U DNS Query latdanan 35,000 Querles per Second Wag5o95y
DHCP Lease aliitiotnia 225 Leases per Second

4311 #13190%1474 DHCP Fingerprinting A @130 5sy A 4toyavotaunsal Wy OS
uag Device Type hiluotrsion uagsosdunisvinu DHCP Fail-over 18

4.3,12 @mnsaviianuluy Authoritative DNS 1 1ne5093u Stealth Mode w39 Hidden DNS
Server lpAnslanafbunisruy

4.3.13 @1501847UMNU DNS Record WUU A, AAAA, PTR, NS, MX, CNAME, DNAME, NAPTR,
SRV, TLSA, CAA Uag TXT 1dilustaaioy

43,14 @1u7159% P Rate Limiting 1 o84/ uannn1slasifi wuy Cache Polsoning 14
wavannsnteatunislandl DNS DDoS WUy NXDOMAIN Attack kag Phantom Domain Attack 16t

4.3.15 @111901191U DNS Traffic Control Wa ¢ Global Server Load Balancing (GSLB)
USEUU Authoritative DNS Server Il iiledawsmfinues User T8 Server vanovnaitdmuald

43,16 @14130%1 Health Monitors %38 Health Check ¥94n19%11414 DNS Traffic Control
#2838 SIP, HTTP, ICMP, PDP, TCP uag SNMP (i ansa9aaudaiaied Server dnunsalfuinsle
vialineunisdensanin :

4317 n15¥197Y DNS Traffic Control sipsil GUI WUY Visualizer ilouanssnsasidunannus
WU real-time \ladaelunns Provision; Trouble-shooting tagmaury (Plan) Idpeesamisa

4318 @wsaseetunsvhaudauiy RESTUL APl 1ilas895UN15¥IeTU DNS Traffic Control
wuudnluale

4,3.19 @m130UIMIIAN1T DNS Cache 1w 13Ung DNS Cache, Flush #38 Clear DNS Cache
samun wae Flush w3e Clear DNS Cache wuusey Domain Name

43,20 gusauinisdamsgunsniluguiuu HTTPS Uagansnsavi Role-based Administration
mutlefduvstszunifuasannsouimsdansuu Grid tnnsilesseanuy Secure Communications

4.3.21 g@ww13nv Software Upgrades Waluu Manual Uae Schedule wasiianuanunsofu
&V (Revert) Software Version fiounsila

43,22 §l Dashboard \fiauanstioya 19u CPU Usage, Memory Usage, Payauinanislda
99458UYU DNS LY Query per Second TED) Response per Second kLaa'z'l’m;l,mJ?mmﬂm DNS
Responses LU Success, NXDomain wag Failure

4323 svuusosgniiinisda Service filanduressuy Tnunas Hardened Operating
system Wagdnslaloyaali Login dae Root

4324 {lavanswaniiTdmiussuuUIMSTANIs IP Address Management DNS, DHCP, IP

d v
Address Management (DDI) Yignaganungnangy
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4.4 szuudnuinntuuasaduid odesdusuanausaudomae DNS (DNS Security)
dauu 1 seuy Siquaadiotanion Aeoluil
441 ssuuiiviauesonduguiuumsliuinandu Cloud-service iannsnianuuy
Recursive DNS Iilagtawng Tngamnsaviausauiude 4.3 1a
642 aunsanssdumsidendeuasdestusvanamiiiatutussuuiawmmg (Domain
Name Server: DNS) Idisil uothatios
4.4.2.1 ansannesumadeursuaviasiuniadousolawmium vie IP address
wnosasdudndustawas, Phishing, C&C 14
4.0.2.2 ansonmetumaideudeuastsetunsulaodoya (ONS Data Exfiltration)
figndariu ONS Query 1t
4.4.23 dnnsansasvunisidendeuardestunisairdlamniusludnume Domain
Generation Algorithms (DGA) weulauas 1a
443 am1iansradunaryedny Tagvieausandugiutdeya Threat intelligence
Iﬂuﬁ‘gw‘ﬁ'a%a (Threat Intelligence Feed) 1oty o831 16 Wua4 ¥y Base Hostnames,
Antimalware, Ransomware, Bogon, TOR Exit Node IPs, Newly Observed Emergent Domains
(NOED), Cryptocurrency wag DNS over HTTPS (DOH) (lusthaioy
4.44  spuuiiinaue aunsaviy DNSSEC Validation 1
445 @WNIOUIMTIANISIBUUNIY Graphical User Interface (GUI) 38 Web Base HTTPS ln
TngssUUUMITANsTEUUANNI0885U Multi-factor authentication (eiiuaiasade I
4.4.6 awsaimunulsuieaNlaennt (Security Policy) e
4.4.6.1 @whinnmua Security Policy Mansandununguldanivia IP address o
4.4.6.2 ansoramuadouly Security Policy tunsmou DNS query Tnemunly
Block w3 Redirect 191 _
4.0.6.3 ansnsovinisuilunida Blocking page 19l wioansnsa Redirect fldanlude
IP v3 Domain fifesnasld
4.4.6.4 annsanvun Whitelist uaz Blacklst vodlamuiun wag IP address 16
4.4.6,5 flsvuumianuyiaiiu (Domain Categories) iormumilovasnuasnade
dosmulaiidamannsodrddamuilifosmsIidddd waesl pomain
Categories liltiounan 100 miawy
4.4.7 mmia'l'u\s'uunuﬁ‘l‘zmuwaq'lumﬂn‘s (On- premlse s&‘lwuﬂaquenamm (roaming users)
448 {favAvs Endpolnt Agent fsosfumshindsasluag wj’lﬂmu ulsiviaunia 500
gl (User) tﬂa’lwmmsndq DNS Traffic lnsaeaeumsl Security Policy fifwunld
0,49 gnnsasoaiumslinuiidestoatu Clent Identity vie Username wasfldannilet
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4.4.10 Hwiuans Dashboard ¥3e Summary Reports ﬁww%’uéj@uawuuﬁqﬁ IMYuednaion
4.4.10.1 Executive Summary Report fluenswandun Rollup Summary 9y Total
DiNS Actlivity, Security Activity Wag Data Exfiltration incidents
4,4.10.2 Total DNS Statistics
4.4.10.3 Top 10 Web Destinations
4.4.10.4 Top 10 Blocked Web Destinations
4.4,10.5 Top 10 Devices by Total DNS Activity
4.4,10.6 Top 10 Detected Threats
4.4,10.7 Top 10 Attackers _
4.4.11 fl5wuu Threat Research dwiulrefquassuy Aumroyameleues, aunsafumiann
Domain, IP address Insdumdayassielul Ifiuodsio
4.4.11.1 Teya WHOIS
4.4,11.2 Registrar Detail
4.4,11.3 Domain Timeline
44114 Useanvdesnunesbgnamiinsrowuindusennaussinnivu
4.4.115 doya Threat Level, Confidence Level Wat Risk Level
4.4.11.6 Mitre ATT&CK Mapping Threat
4.4.12 # Recycle bin dwiuifiu Objects s q Flaulunagannsovindunngentdiasn
4.4.13 flseuy Al-driven analytics T1a518¥91n Log w30 Aanssainaeq (Activity) fiiaduan
521194 Incldent Mdhladaeday Al
4.4.14 sesfunisvinudansusruudug funsdousieuvy AP daelud Idueghetion
4.4.14.1 anhsofumrdeyalanni favawuidutugna Wengudeyavesssuy
4.4.14.2 awnsordrinisiammiug w3 1P address w4 Blacklist tioldnseaey
~ Juluanaisdiudiale - -
4.4,14.3 ahsndavaya DNS Security data event Wdsqunsad SIEM mevenid
4.4.15 $945uluvurAn dmiun15152980Un151449U Domain LanrLvdnsdnsaailile
w3olda1u Domain 9alusl 3o Domain fiflAusuns1tlfaIn New/Recently registered spear
phishing, DGA, and malware domains, (Zero Day DNS) Tagsesfuifisninlusyan
4,416 favdvsverinidmivssuuinwmmmuasatuifetestuiugnamsndesmng ONS
(ONS Security) fignfiesmanguany

5. swardyanisnilueu

5.1 FosdausgyuiFudulasanig (Kick off Meeting) Tnoyiiausununsaiuaulasanis
KASLUIAANITOBNUUUTEUY

5.2 d1s19uageaniuy W afadeseuuunisdanis IP Address Management DNS/DHCP
wagaMUUannfuvadssuulnuY (DNS Security) 'lﬁ'mm'mvhq'm's"mﬁ'ussuuLﬁuﬁ’mqnamuﬂ
flagla
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5.3 #oeganvhaununesyus lun1sdssuuuimsTanas IP Address Management
DNS/DHCP wagrmulaondsvesszuulniimg (ONS Security) sihld Tnagoadmnsaufivsunuany
fBINTUBINBMUY UazsBnLUUMIYIIIILAsINITUTULAlR Configuration vaeseuy Wannsa
Tauled wasilusednsaan

- ABBBNKUUILANNNITNARBULAEIIINTEUINVIARBUSEUY (Systern Test)

- fodfinsy o quénanfamodussnomu uarRammssavEnmnsyhoyresssuy
sosdalidiypransilesinsaiuayunosyu lusewinsiniulnsems sundaadans
segsiafirnuun

- HosdnduasvndounrtugndesuessEuy saufalinisatuayulumaiseuy
uldinn (Go-Live)

5.4 #949An¥1910aLIfunuosEuUIAT oY ERADRIADT KaLTEULUT IS ANTS
IP Address Management DNS/DHCP wagad1uUasnnsunessuulaiuu (DNS Security)
ieldlunsesnuuy Aady wioudaviuenansmssiduanmiiidmiiimeluladasaumavsinoyue
fnrsanimeunoududniiunsotsiesel

1) wnunsaiiuaulasaimsg

2) 1BNAITNITDDNUUUTEUY

3) BNANsMIRARIIEUY

4) WHUNTL UL (Rollback)

5) 1BNA15IBN1INARBUTEUY (System Test)

6) wunsiinausunsliuasguassuuTamin (Training Plan)

7) ndsmshnfanaEnIsThausls L

8) gilonisldaussuudmiudquassuy

6. FsgrLaInilungg i
L7 o i1 KJ
seugiam 150 M sudanniufasnnludygn

7. wdninasinsRersundadondaidusiazinisdadodadng
nouY ediunsdnd Tngasuseninsindildansedng (e-bidding) ilessanifumsideyyau
fussneumsirluiiilguaniRnddwusiuveunesn Whindudewe
Tagldndninasinnsfansandadendeiaue
[ ineusisnen

8. $1AINaN
. v v ol v [ ¢
Wuwdu 9,489,116.67 un (Lmaﬂuﬁl.l.auuﬂmwuuﬁ'muwﬁqsaﬂﬁunnmwnﬁmﬁﬂamaﬂ)
ﬁuﬂuﬂmﬂumﬂgaﬁmﬁuuﬁq
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10.1 fuiefosiudssiuninudigaunniosvasngdusiamts software Subscription s
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102 fueiiwihiviginwasdonuesiudly Woglurnmldandfogiananaonszoriaan
Tudssiumueriltdevesduie Tnodueiosdaiuiumiidnumenssusaesdoyn

103 naclsgminvhmaviedeussuu wingunsailavesnemun 185 vrmudemeseminmsvindeu
wazdnaliifiatounndetesisuu Tnsmmudumeifniusswhsmsmaasutiuineinammunnios
uwypasvRYfuY fuessanhmsdomien wilwdaasuumindlAedielan smnempu

104 sonliildomedmivudaungdrgaunniomisnnudadesssqunsallatianiy
naon 24 daluauuliiumyn s nsid uae e-mall Wusthadon Tnedurvaudomeusu
msudamnniglu 1 9T

11, n1saUsy
1.1 fuederdaliimsineusndmiridhemalulady esanesmun lumdngasiiivatasty
[V 5 £ (3 - 1 o lx
msdadoluafillifimugmmdrlashiidonldodiiussavinm eilsandinotiaieots

wadomstinausy VLA fidfunsousa
mslda finse utlatigm dmdulauaseuy Tibioundn 4 alue | hfeunth 3 Ay
MAUAUR (On the Job Training)

12, $0UNEENMIIBIRY
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