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WU Zero Trust (ZTNA)

1. annduin

JagUunamuiiulidBuiiontsdine (no) Idinsduindeussdnsdemaluladaisia
(Digital Transformation) ifi e uUszdn3namlunisuimsdanisuarnisliuinig egrslsfnny
anmundsunamaluladansaumainsiudsundadluegnasniia Tnslanizeg 198 sguiuy
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4. T9asIBUATDY
0.1 auinwueinluvasgunsel

funeasosdavuasians qunsalinmanuUaeniiuseuuiaioty (Next-Generation
Firewall) uayszuumuaunsiiinuniotereuiawesnelunamus wuu Zero Trust (ZTNA) ananse
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Teuuaniuey

4.1.2 gunsahvEosvuuiiauedalgaanifinseu Catalogue w3e Brochure 183gKEn
flausmenusismann Tnefiszuundn uaz/vivasdusznaundniifliusenay uaz/viedautas
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4.1.5 Aewudunisgua Yrgednw LLaS‘U‘%Wﬁﬁvﬂﬂ’]ii%UUﬁi’JﬂfJ’UﬁUﬂﬂﬂ’mﬂsuq\i
(Advanced Persistent Threat: APT) \finwaenasnus Aldausglidanmmionldnuuagiauls
agvanysainaenszuzal miniinmadadomsetrisadeny {Budoiauedosiniunisudle
visegeauelvindusldamilanuund TagAldarelunssiniiun msgeuuen uaemsuinisiiendos
Tnonawun hifsadernlitelng Rudunasnssesiiadygn

4.1.6 nstlszuuvdegunaniifndillanutsavineuldmumudonislunsdadends
i faAeoniimsussiiunieussnaimsiionann luduvesgunsaldulag MAeadestunisings
Wifeduauiuliaveuvosfuedaniuiu eliszuvamsaynauldniuiinemun Ifwuals
TnglaifnAld91edulafiui

417 fueesdesiiiunisinsissuumuiae o gudnsuianesnemun vienu
fineavu fvun Iﬂsa'}mmﬁmx@'{,uﬁ Rack 1A3gIu 19 914 wagvheusmfusruasaune
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4.1.8 gunsainiesvuuiiaueniusienislude 4.2 (5rensd 1) Feuduvesud
wasdugunsalfidrevdndomiduduanes nanfensfediidugunsaivievendursinniuusud
n3e OEM (uwasmuesngluanimi ldauldd wiouldow waeiduguidioyluaenisnin
(Production Line) uazsoadunesluaiidsdifgnindaldan o dleanreu Inedesdumiviesuses
nndwemdndnivseauUsesussmalneluiuiguenmiauesian

4.2  s7wn15aunsal

gunsaisnwanudasnduszuuins 891e (Next-Generation Firewall) 29
: dmiusruumuANNSIiIaaAIaYIBMUY Zero Trust (ZTNA)
) ssuumuAuNRintaaTetieneuiaumesatglunamu 1 58Uu

WUU Zero Trust (ZTNA)

syuuBududimuvanetady (Multi-Factor Authentication - MFA) 1 58UU
° dwiussuumuRusniun3atIBkuy Zero Trust (ZTNA)

4.3  AMSNBUSIRANIZYDINES
4.3.1 gunsaifnwiarruvasadeszuuiaias e (Next-Generation Firewall)

drwiuszuuatuaunisidifuaaviswuu Zero Trust (ZTNA) 37uu 2 4a aedasdinnanuney
athatosdadaluil

4.3.1.1 dugunsalfdammiievimiiiiidudiuuseneundnluntseduld
ulgureanuyasade (Policy Enforcement Point) wagnsavasuduanau dmiunisldausiudy
sEUUMUANNIALATEYIBLUY Zero Trust (ZTNA) fiausluadeillasame

4.3.1.2 Hugunsel Appliance-Based Firewall iafaduiitovimiifingrady
uagAuAN Application, User, Content Tnatawy Wudumildumstosiusvssuueioty
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4.3.1.3 il Threat Prevention Throughput Bidaenin 1.2 Gbps Tuuuy Appmix
%39 Enterprise Testing Condition %38 Enterprise Traffic Mix

4.3.1.4 mmsnﬁﬂﬁgﬂugmwu Transparent Inline (Virtual Wire), Non-Inline
Monitoring (Tap), L2 uay L3 v3awisuwinle lnaluswduseaen Virtual Systermns %38 Virtual Domain

43.1.5 aunsadesiudsAnaiudseinn Vulnerability wae Spyware lelnedl
nsgulee Signature Tudiuuudnlud®la

4.3.1.6  annsaAvuauleuien1sidfe Website (URL Filtering) @ 11150
Aamuuazaruaunsdfiaiuldmiu Category, Block list, Allow list firvunld wazdasiinissn
Category luunay Website laloundn 2 Category (Multi-Category URL Filtering) wasaunsn
nrvduuaztostumaidrdaiuled Phishing Asluiiduiifnl® (Unknown Phishing) wietiiawe
spuuBu Wiy Weausavilemudermun Tags Throughput liitlasnin Firewall Throughput

4317  a@unsensidu wag Jeatu nsithile Malicious Domain aneluasdingls

4.3.1.8 #5¥uy Machine Learning lun1snsiavunaiindana3vin Domain
Generation Algorithms (DGA) tRedasneviannisal Yoefu Malicious Domain Rilsipewusnneled

4319 ansansaedunaztasiu DNS Tunneling lévialuzuuuy Known
uaz Unknown ietlesfumseTuedoyalussdng shugomas DNS

4.3.1.10 ¥MOULUY Real time 5895UU3s104 Malicious Domain Titsdauluounen
Ingmsaadurume DNS uasspslidaansenuiu Performance vossgunsal

4.3.1.11 {58UUNTI93U Advanced Malware WUy Cloud-Based wagltinalulad
Uy Sandbox, Machine Learning m'go'lu'svﬂuuwm Static Analysis wag Dynamic Analysis a8
WA ANTSY APl Hooking, Behavioral analysis, Recursive analysis 3’Jimgd intelligent Runtime
Memory Analysis Lﬁawizq Malware Usgiavilwl ( Zero-day Malware ) %eiaimugwuiayjamiqniﬂ
Touflel saufsanunsaadiaguuuunislond (Signature) fananduniielddostusyuuiniedneld
Tnedeluif® vioauessuuBuginin ieaunsavhldnmdorvun Taed Throughput laitfeendn
Firewall Throughput

4.3.1.12 muAunsidanuLoundiady (Application Control) léaingrudeya
Werufusruumupunisidituaietisrenfaunesnielunemun LU Zero Trust (ZTNA) i iaue

4.3.1.13 windnifiauedesinfosnensén aglungu Leader w81 Gartner
Magic Quadrant for Networks Firewall %138 Hybrid Mesh Firewall U 2024 v3a¥d1an

4.3.2 ssuuprugunsidrfanievisneafinnesnieluneua wuu Zero Trust
(ZTNA) $1u7u 1 szuu Tnefesiinudnunzedraiosdiolull
4321 Jusvuufivihemeiu Enterprise Browser 138 Agent lagaiunse
n3IvEEUMSLINTe Web Application vesnasmun srusubiveendt 200 fldu
4322 szuuiiviausannsoudnsseasidenves Application 71149y
Tnonandlusuuuuvoansmiifneasdunuasdurugléou uay wmnsaiiliiuates
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4323 syuuihinausfesamsauiuuss Browser Branding Idmufinasyu
F9an15 1 nsimuad Theme, Logo, Javtheau warlemeuld
43.24 szuuiinauefimuaansavi Anti Exploitation iteifiunsanaay
Foawaenisgnlond Tnsanuisaidenidalanislderunes Component i ina1uid oale 1au
JavaScript, File System API, Web Serial APl %58 Component 5uﬂ I
4.3.25 szuviiiausumieniu Realtime Dashboard fifls1wasiBundoya
mslan venginssuvesldon, dayadumasuaondt, swasBuaues Policy iWudu Tasdunns
91uluguuuy Widget
43.26 swuuiiiauesosfun1svhaudaniu Private Web Application ﬁagi
el Data center vaanamu~ Tasn1sssyde, FQDN vdo IP Address 14
4.3.27 syuuiivuaueuwisusu Onboarding Wizard a11150928uts il
ldawluilunsiads wieuksaursathidrdayantsldnuain Browser (Browsing History 439
Bookmarks) Bulé
' 4328 sruuiiinaueyieuluzuuuy Role-based Access Control viteld
Tumsmmuedvsvesguassuy
4329 suuihiausfesimuansalumsidisiadeya Browser saudia
mmmﬁwﬁayjaﬁﬁ'mimﬁumshj”mu Vi Cookies, UsedRn1signfie Website, UseiRnng
Download, Wi, Autofill ifusiu egdelusRdleTnnisldan Browser viarugaaiafifmunly
4.3.2.10 sevuinauedesgnainiedmunazesnuuudmiunsldau
¥6iu Enterprise WiaNAMNANNTANI Security 19U n15U84iu Phishing, Malware, Eavesdropping
waz Data Exfiltration 1Judu
4.3.2.11 sruuihiauedesasiuntsieuuuunaslusing (Multiple Profiles)
Tunsdififinsldauuuuvane Tenants
4.3.2.12 sruufiiniauadesdunsavhasaudu 1dP (Identity Provider) lag
see3u SAML ueghation uarlinuanunsalumsvih SO faufussuvethaloedsieluil
- Okta
- Microsoft Azure Active Directory
- PinglD
- Onelogin
6.3.2.13 szuuihiauedosanursaliglden sudums Enroll w38 Download
w g1y Self Service ws”auﬁgqmmsﬂﬁ']msﬁmc??m,aﬂmahiﬁaamﬁ’aam‘émmcngjl,l,aszuu
4.3.2.14 annsofvunuazansdeunuantiviedeuly veuntesogunsal
figesmsrildnussuy Twhdeegraloosdl
- Operating System Version
- Serial Number
- Client Certificate
- System Encryption
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- Active Screen Lock
- Endpoint Protection
- Device Type
- OS Password Policy
4.3.2.15 aunsadantenguuenasswmiegunsaifiialdeussvuifionna
Bomeulumsudmsiams tagldmsdmundauluvienuauiiveariowviogunsaiifussmunle
4.3.2.16 ansafvuauazasvasunnaUAvieiouly 994 Mobile Device
fisssnsidildnuszuu luhdestrelioudell
- Root/Jailbreak
- Active Screen Lock
- i0S and Android Operating System Version
- Device Manufacturer |
4.3.2.17 a@wn30v1 Clipboard Yeaiulviglda1u Copy tayavin Browser U
fszuunuaun Tnsannsasyyfune Application 16
| 4.3.2.18 @1u150vi1 Data Masking & Template 'lumimsmaauﬂagaﬁﬁmm
azifemoau (Sensitive Data) w3 0a314 regex lunsinuatanud feen15vin Masking 1e Tne
a1unsavh Masking ladoru wiaviamwedemuursdanld
4.3.2.19 4 File Upload/ Download @11150784fun1s Download/Upload
Wdanszuu Tasmsmvuniteuly W File Type, File Size, File Hash (g
4.3.2.20 § Screenshot %38 Screen Sharing aunsalasiunis Screen Capture,
Screen Recording $3u4 Screen Sharing WunsT49 UMY Browser wagseuu Video Conference 'I¢t
4.32.21 § Watermarking @1113a%vina1811u1 Web Page Aifaen1s Taunns
Mvunguuuy Wy Sevhsey, Suna uasBiuavesdldanls
4.3.2.22 ansnsodestunmsdaiule Tnessydoulvain URL, Application e
Website Category 1ot
1.3.2.23 awsamyua Read-only Mode Uy Web Page #idiasnis Tnggldau
lenusataudeyaidnlulu Website Aifauunls
' 4,3.2.2¢ spuvfiinaue 9 Data Leakage Prevention Dashboard famnse
Ltamiwamﬁammwsmﬁﬁm‘ﬁaaﬁmmmifﬁ Upload, Download 38 Copy {aya wiauiauang
Top5 ¥94 SaaS Application ﬁﬁmﬂ‘ﬁ'&’xugaqm‘lﬁ'
4.3.2.25 ssuudessasiumstestudoyairlua (OLP) lunsdimsidnldarusinn
Web Browser wuulsifasiiaa Agent (Clientless Mode) dmiugunsalfilianusafndevonduadly
(Unmanaged Device / BYOD) tnedasiinnuanunsostatioosail
- ﬂ’JUﬂﬁJﬂﬁﬁ’ﬂaanLLamNﬁaQa (Clipboard Control / Copy &
Paste Protection)
- mvgumsanilvanuazsUinanlwg (File Transfer Control)
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- MseERAIEtuuMT9e (Dynamic Watermarking) iodoau
N1IENBNIMNNLITE
4.3.2.26 1 Malicious File Protection awsansiaasulndainnisvinenusiudy
Scanning Engine (Sandbox) Immﬁamiwwuﬁaqnmmﬁa s¥UURLYNTS Block vSaudApule
4.3.2.27 {i Web Security ansnsansivdeutiostiunsdinie Website Aifirmnsideq
Taoidlonsawussgnauds szuuaying Block viieudasouls
4.3.2.28 il Threat Prevention anunsatasfusiizanaiudseiny Vulnerability
ey Spyware a
4.3.2.29 i Basic Authentication Over HTTP S5UU&IN150YIN15ASI3dBY
waztlasriunisasdoyamstudumelusuuuy Clear Text etlastunislonfiuuy MITM Attack 6t
‘ 4.3.2.30 1 Keylogging Protection @ unsaUeedululy Keyloggers 5133
Keystrokes ‘UBQ&@‘Z’J’QWUUSSUUW
4.3.2.31 1l Blocked Extensions anunsatasiu vseaygaluldau Extension

Afvunle

4.3.3 sruubuduninuvatedade (Multi-Factor Authentication - MFA) 145y
sruuAuAuNSndueTeYIBILUY Zero Trust (ZTNA) 31u7u 1 szuu laedesllguud neurattaioy
Sedelud

4331 szvuiauadeniiy Cloud-based Aiaonuuuuiii evminidwiu
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