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nmwuwu’lmqamwanﬁﬁnm ‘lffaweuu'ﬁvwﬂmwuwuiwgamwanﬁﬁnmuwmwa (DSL)
L aiaﬁum'ﬂun gu nasuivisdanismil sufensdansauafuasdsnuad Tagldeu
wwmsamwanwmunmunamm domniadetrendniindedatosuaglianansaliuingle
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3, Rovlvwazdormunial
3.1 ﬂmanwmsm‘lﬂwmﬂ'snwﬁﬂwwqmamawaﬂmtm
3,11 flauesnadesdnidsdoun qmsl,ﬂumumumwuwaUnimmia‘mu
LLauﬂauwumaima%awmmemwn'ﬁlwa 3.3 5960157 1 - 6 mnm"uaawamnmmﬁum
Usenellne Tnemisievtonanguassosilanglaliin 90 3 Wudinaniuiioonaufieiufiduionans
Usen1m31a1
3,1.2 a‘Uﬂime‘%a‘zhau.avﬂauﬁaLma‘?ﬁl,auammswmﬁu% 3.3 foaduroaudt
aa"luﬁmwﬁ’lmm’m wioulvau LLazLUuiuwmaaﬂumammam (Production Line) uazdoaily
vodlni# Sastld gnindsldan o Alauanou saum qmm‘l,:uqnmmﬂsuﬂwamwlw
(Reconditioned %38 Rebuilt) Tnefinmisdosusoswdndnsiangndnniaainarvvosguin
wadaunusmuenluvseindlne lnewilsdoniondngrussdoadenglaiiiv 90 fu
Tudnaniuiteenauiisiuiifuenansussningnm
213 E)ﬂn‘iml,ﬂ‘ia'ﬂ’lBLLﬁuﬂﬂNW?LM@%’%'ﬁ@"ﬂﬂﬂmLL’J’iﬂ']ﬂJi']Elﬂ'ﬁlu‘Ua 53 mauamaq
‘luLﬂuwamnwn‘uawww:ﬂwamwaa"lu‘smwmiﬂuﬂ'iamﬂuumamaumvﬂﬂamaua ANEnILAEY
YDIFANG wlmﬁqmﬁmungumwmﬂsumﬂwuwmmtgwamuumaag
3.4 gunsafinfetuavaonlaineins ovevs Lmi‘mmswemﬂwﬂ’a 3.3
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Imsmv‘uwan waz/mieasiusenaundniifilduseney uay/miefauuag Lﬁa’mawqumsﬂﬁumﬂ
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3,15 nsd‘iﬁmﬂuaswmtauaswa yiduanudnuusiane lulenarsdaudsiuies
neYu amuﬁ'ﬂﬁmvwmsm’lud'mmﬂuﬂsﬂwuqaammnamuﬂ
3.1.6 iﬂﬂ'}‘uaaaUnﬁmwtaua %591 Hardware Software mmﬂmuaumaﬂnm
#1499 é”mm%umaL‘mnumumiaﬁuwﬁumnamuﬂ Tnenewus lideudeanldanglag sy
ndiusngluluiaussian
3,17 gnsaldlaiussuulwiludsanalneld

3.2 NMSLEUDIIAN
321 favenafesdaihmeasdeaisuiivuguandinemua fmuafy
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3.3 srMInsinsinoumes

1 | gunsalnszediynmuman (Core Switch) 2 4n
2 | gunsaingyanednyeond (Access Switch) 4 ':;m
5 | gunsad Stack dwiugunsainssnediya i (Access Switch) 4 9
4 | gunseifesiuaiodng (Next Generation Firewall) 2
5 | ssuumunu Next Generation Firewall 1 9y
6 | inSesmaufiawedusldiedmiuszuumuay Next Generation Firewall 190
7 | ddwiudaivgunsainexiaingd (Rack) wum 42U 16

3.4 r-;mé’nwmmawqwaﬂﬂ‘;ﬁmeﬁﬂauﬁqma%‘Tmﬂﬁﬂmé‘nwmaﬂwﬁaaﬁwia‘lﬂﬁ
3.4,1 guniainszanedyqnmen (Core Switch)

3411 Swesauuu UTP Gigabit Ethemet $1uauliddaundn 24 wadn

3412 dwesauuu SFP+ nieanda sruruluveunda 8 wesa
wioutinauslugauuy 10GBASE-SR Sualiiiesndt 8 wedn

34,13 §lwun Switching Capacity liWeend 208 Gbps

3.4.14 amnsadeuosswingunsaluuy Stack Wemnaisaadeien 480 Gops

34.1.5 szAvsnmlumsdadudoya Fowarding Rate lsitfounan 150 Mpps

3416 gunsaliimbhearud Ram vunlitesnd 8 GB uasymbwmud)
Flash vunlaitiosnin 16 GB

3.4.1.7  avfuayusiuau MAC Address Idgegalsifaandn 32,000

3418 adud 4 U IPv4 and IPv6 routing, multicast routing, Quality of
Service (QoS) Waw Flexible NetFlow (FNF)

3.4,1.9 ﬂﬁuaq‘ummsgwiﬁ'un’ IEEE1.802D, I[EEE1 802w, IEEE1.8025,
IEEE1.802p, IEEE1.802Q, [EEE 802.1AE was |[EEEB02.3ad

3.4.1.10 g@unsavinaudiuiu EEM, RESTConf Tunisudvisdnnisaunsnl

341,11 adueyumsvi VLAN IDs lalifesndy 4094 VLAN IDs

3.4.1.12 # QoS Entries lalvfaandn 5,120

34113 aunsasesiumsyh CoPP, FHS, PVLAN latiasfunslauiugmils

34114 @unsasesdun1svia Network Automation arewalulad Netconf,
YANG wag PnP Ii8uetsoy

34,115 gansnsesiunstioaiu Network Loop e PVRST+ ldilustnaios

3.4.1.16 awnsauimsdanisgunsaliou CLI, WebUl 1o

3.4.1.17 sumssuseamamnsgiu EN, UL, FCC, VCCl Wuedetoy

3.4.1.18 audvawuu IP Unicast Routing 1@ wn Static, RIPv1, RIPV2, RIPng,
OSPF Wwag Equal-Cost routing ¢

34119 $945U Advanced IP Unicast Routing 1A wn OSPF, EIGRP, BGPv4,
IS-1Sv4, OSPFv3 uag EIGRPv6 liiluegaiey

3,4.1.20 @uauun15v™ Access Control List (ACL) Tapauisauefy
mslanuleidlusesunass, VLAN way Routed Interface o1
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3.4.1.21 fszuuangly (Power Supply) 913U 2 YA Aaunsnviaunaimy
w vy o o < v o [V i
fulet degalayanilade uazannsanenasdldlnessuudewhnuldedrmeiie

¢l v 1 o 4

3.4.1.22 gunInifEuenamIuN1TIUTBIRINNINTEIW FCC wag UL wia FCC
uay EN

3.4.1.23 @wnsafnasiug Rack umsgulel

3.4.2 gunininszanedynn (Access Switch)

3421 $iwesmuuu UTP Gigabit Ethemet dhunililtionndn 24 wasn

34,22 §iwesauuu SFP Gigabit Ethernet viafnd stuabitiosndn 4 wasn
wierluna Gigabit BASE-SX §mnuliitiosndn 4 wedn fuwnn Switching Capacity laitfaenin 56 Gbps

3423 @w190Ld ounesvua e Unsaluuy Stack le Aaemanuigs
981910y 136 Gbps

34,24 fiUsgBvBnmlumsdeludeya Forwarding Rate laitfeandn 40 Mpps

3425 gunsalilmigarudl RAM auialifosndn 2 GB waemiingnauan
Flash aunldviosndn 4GB

3.4.2,6 @luayusIN MAC Address leigegalsitfasnd 16,000

3.4.27 ﬁu”uﬁu‘u IPv4 and IPv6 routing, multicast routing, Quality of
Service (QoS) liay Flexible NetFlow (FNF)

3428 gduayuunsguldun IEEEL.802D, IEEEL 802w, IEEEL.802s,
IEEE1.802p, IEEE1.802Q, IEEE 802.1AE U@y IEEE802.3ad

3429 amsarinausuiy EEM, RESTConf Tumsusmsdmnnsaunsal

34210 eaduayumsyi VLAN IDs laliidaendn 4096 VLAN IDs

3.4.2,11 1 QoS Entries lioania 1,000

3.4.2.12 @#nsn5R95UNISYIN CoPP, FHS, PVLAN tﬁaﬁaqﬁumﬂauﬁﬁugwﬁ

3.4.2.13 g1n505045Un13vin Network Automation ajamalulad Netconf,
YANG uag PnP |iiiuetasios

3.4,2.14 gransasesiunistestiu Network Loop #he PVRST+ aillustelion

3.4,2.15 gnunsaudasinmsaunsali CLI, WebUl la

3.4.2.16 dmMISUTEIMLLNSEIU EN, UL, FCC, Veal Wiusgation

3.4.2.17 aifuayu IP Unicast Routing laun Static, RIPvL, RIPv2, RIPng, OSPF
way Equal-Cost routing ¢

3.4.2.18 $943U Advanced IP Unicast Routing leitin OSPF, EIGRP, IS-ISv4,
OSPFv3 wae EIGRPv6 Iiduetatios

3.4.2.19 @fudyun13W Access Control List (ACL) Tna@iuisauefy
msldailésduserunedn, VLAN uag Routed Interface 1

3.4.2.20 fiszuudaglil (Power Supply) §1uau 2 4 fiansaviemaunui
1 ileyrlaeaniade wavariusnnenandidlasssuudonhailfeddeiios

342,21 gUnsalf tauedeen 1un15TUTBININLINTFIU FCC uae UL
%58 FCC uay EN

34222 gunsafnhdlug Rack innsguldt
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3.4.3 guUnsal Stack dwiugunininsyatednyyins (Access Switch)
3431 Hugunsaldwmiuvi Network Stacking Module
3432 dwsafan suasldausautuaunsal Switch Cisco 2960X
YINBIWUY 191
3433 flamw Stacking cable anwenlitiosndn 50 wuRlung

3.4.4 gunsniUasiuaiodne (Next Generation Firewall)
3.4.4.1 Lﬂuqﬂﬂ‘iﬂi Firewall vl Next Generation Firewall wuu Appliance
l#3unnseensulvtorlunqu Leader w3 Visionary 910 Gartner Magic Quadrant i Network
Firewalls Ysgd1U 2020
3.4.4.2 ﬁjugﬂﬂ'ﬁni Firewall v#in Next Generation Firewall LUy Appliance
filaadeu Slot Module ldifaenin 6 Slot 38 6 Network Processing Cards (NPCs)
3443 fdeudousoseuuaoths (Network Interface) eenstiaedarieluil
34431 fwedauuu 10/100/1000 Base-T #30dina1 d1uauliities
i 16 wosn
34432 fdeadeudenuy SFP+ wiefinat duaubitfesndn 8 deq
wiouiaualugauuy 10 GBASE-SR ATuY)NYos
3.4.4.4 1l Firewall Throughput lsitfeandn 200 Gbps
3.4.4.5 i Next Generation Firewall Throughput laitfesndn 15 Gbps
3446 @ru150lun1ssessunasid eune Concurrent Connections
Taltfaenda 70,000,000 Connections

3447 awnsavenluzunuy SD-WAN lalaenisida WAN Link Ransain
a1nein Latency, Jitter, Packet Loss & Tunsellgunsafiiauelianusavild annsoiaus
qunsaidu Al

3,448 F895UNTTVIIUUUY High Availability (HA) Taely'e Uunsal
saguiuls Tunsalgunsofiiauelaianunsarilsl annsaweegunsal Load Balance Firewall il
Throughput Resweronisldels

34.49 @mrsansuaunistdauduled (Web Filtering) mudssianaes
Vulai (Web Categories) ¢ wazanunsafmuauseinniadlel (Local Categories)

3.4.4.10 gunsadostusfonnamduga (Advance Threat Protection) Tneds
(W& Fosadelunrnaeuiiuszuy Cloud-based Sandbox lanpeanssesiaaniulssiu

3.4.4.11 fsvuudngln (Power Supply) 917w 2 4n fanunsarhaumaun
e ileyalayanilade waranunsnnenivdsulilasssuudanhauldegieteiies (Hot-
Swapple)

3.4.4.12 a@nshsavia SSL VPN u3e Mobile VPN Client oilaitfaandn 500 User
58 Tunnel

3.4.4.13 @1u150v911 1PSec VPN ldlaeil Throughput Lideundn 22 Gbps
wazfl VPN Tunnel site to site l@liitfoanda 40,000 Tunnels

3.4.4.14 59450lun 1579 UTEAY Security Proxy 1Ay #1150 Rewrites
protocol headers wavannsn Allow lusgiu command 489 protocol #in4¢ Wanioludl Tep,
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UDP, HTTP, HTTPS, SSH, FTP, TETP, SFTP, DNS funthsiies Tunsdlgunsaiiiauelsianunsovin
1§ anansaiauegUnaniurianinls

3.4.4.15 gunsofasdoaiuanmsg FCC , CE Wuegnias

3.4.4.16 aunsonsslug Rack snasgnild

3.4.5 ¥UUAIUAN Next Generation Firewall

3451 svuufiiaueidy Software wuu Virtual Appliance flanunsnuims
dan1s wavaaunx Next Generation Firewall | auald

3.45.2 F¥UUAIUAN Next Generation Firewall 7l 1&uo maqmm B94NNY
AsdEfufy Next Generation Firewall fliaue .

3453 svuuilaueiidvdvd aunsauiansdanisauned NGFW ldmaisauan
avelulaanis wazsesfunisvenedu 10 aunsalldluawian

3.45.4 @11150UTH159ANT Policies, ObjeCtS SD-WAN wag VPN Tiifiu
gunseifignuimsiaiduednalion

3.4.55 $995UN5¥1 HA WU Active/Standby 18

3.4.5.6 mm'ial.ﬂwj;uénaw Backup Configuration, Update Software Ve
Firmware Y8ausiazgunalla

3.4,5.7 3wy Dashboard SD-WAN T mwmamim‘u 23284 link internet
yoausiaz WAN TuguuuulssdnBnmnsvinaiu packet loss, Latency, J|tter

3.4.5.8 i Network Diagram %30 Topology View LWBQM‘EL‘H@MW@‘U@QLM
avan

3459 awnsamuuadnglunisuinisdansvinisurazgdanala
Tngdhunansannsauimssamsidiiomn

3.4.5.10 @ninsa Alert i Email slunsaligunsallalanunsoldanld

3.4.5.11 awsavi report luguiuy POF diduededan uagannsoudly
sUlULes report 16

3,4,5.12 s8eunsdaLiu Log ‘Lﬂmqmw 500,000 record per second e %30
i Tnelunsdlitlshfoane Whausgunsalifiuidule

3.4,6 wiisepoufiamedisitedmiussuumunga Next Generation Firewall

34,61 fviheusznananaia(Processor) ¥ia Intel Xeon ( Silver) 10 Core
viseRni1 Fevhaniienafideyiamniing (Clock Speed) litforn 2.1 GHz wiReRmIdAY 2 Wi

3462 Syl (Memory) wila DDRG wisend Aifluunalsitoendt 128 GB

34,63 dnuteiiudeyad9es (Hard Disk) wuy Hot-swap SAS/SATA
visedndn Aidunn 35" Geflowrnmmglaifosndn 10 T8 dwauliddfesndy 5 gn wae wuu SSD
Foslwumamnuqlitfosnds 480 GB Srualsidonndn 4 gn

3464 fmhefudeyanelusuu M.2 SATA SSDs rualideend 128 GB
i 1 e

3465 aunsoideudeiuszuuiaiatne (Network Controller) Wuu 1 Gigabit
Ethernet Base-T g1usuliitioandt 4 Ports

3.4.6.6 issuudngliuuy Redundant Power Supply $1W3u 2 4n

Q,\\» Gy loﬂ‘n\(



3.4.7 §iwudniiugunsalaeailained (Rack) wun 42U
3471 \ug Reck Tn vurn 19 7 420 Tneilennundasliitfound 60
wuRng nuEnliosndy 110 wuiwnsuaganagdlioandt 200 wufuns
34,72 Afpandwiuszuisanuiey lidesnd 2 M
34,73 fsaldfaiidl Circuit Break vuia 32A wiafndn wasiszuudesiy
InszarnudoluliAu (Surge Protection) Tasilsuaudendeului laeenda 20 Yos
$runuetsties 2 9n uazvhreeudiuiuy Power Plug Weredfuszuuliiihves neewun I

3.5 $EALBUANNTAARINAZNITVIAFEY

35.1 cyuwmaqmmwmmuaummmaﬂmmmmauwmai all vmlmmﬁauwmai
d1inerunoanuIul g u Aonnsfinun wauit 89 91m15 1elete unudnen Wuined du 6
QUUSYANALEN WYIRULAY LUARLLAY N1,

35 2 vi"tmﬁ’mﬁwmiaamwuwuuﬁ’wmuazﬁwLﬁuammaﬂnisumimsfa-m%’uﬁ’ﬁq
naummﬁmmmmqnmeanmauw'amﬂsmu 90 3.3

3.5.3 wmamaqmmﬁmmmaﬂinmvmﬂaqumasmmwlﬂaamt,w‘hﬂummammaq
wma1Jnm’i,wmmsmmmu‘tmtmw'svammw WAL MUIEANNUNBLYUY Imﬂaquuwumu
muiupsUaeniuasaUINe

3.5.4 w‘uwmaqwmaaum{mm'ﬂmmnswimaumLmawﬁqmnm‘lmmmimmm
Feuiesud 'lwmm*mlmmlﬂmumsaemmu

3.6 n1sHNEUTH
Nmammmmiﬂnausum‘ﬂmwwnm shuannsinads , Configuration , uila

LLaum's‘um'sm:mﬂ'snm%ﬂaqumaﬁwwummaua (dmfugquaszuy) Widuidamind
Nﬂmwﬂiuiaaaﬁaummaqnamu°1 wady 2 §uq ag 5 vinu Gusgneties Tneduedeq
duduuauenesalnousuliiuanegnssunsnsieiuiagiansan mummamﬂuc&aanm’l«umm
afm'sums?lnamu'{,uwamwmni aﬂnsmﬁlﬂumsﬁlnausuuavmnmimaq fiseddlunnsiinousy
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